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Definitions of RESILIENCE

ESFORS Software and Service Development, Security & Dependability Workshop

 Abllity of an organization to keep, or recover quickly
to, a stable state , allowing it to continue operations
during and after a major mishap or in the presence of
continuous significant stresses

o Capacity to anticipate and manage risk effectively,
through appropriate adaptation  of actions systems
and processes, so as to ensure that the core functions
are carried out in a stable and effective relationship
with the environment

Hollnagel, Woods, Leveson (2006)
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Organizations with Need for Resilience

ESFORS Software and Service Development, Security & Dependability Workshop

Examples (1)

o Safety critical industrial domains
— Nuclear Power Plants
— Chemical industries
— Etc...

—> Threats: risk of dead or injured people / damages to
the environment
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ESFORS Software and Service Development, Security & Dependability Workshop

Examples (2)

e Transportation Systems
— Aviation
— Railway
— Etc.

—> Threats: risk of deaths or injuries for workers and
passengers
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Organizations with Need for Resilience

ESFORS Software and Service Development, Security & Dependability Workshop

Examples (3)

 Heath Care Domains
— Surgery
— Drug administration
— Etc...

—> Threats: risk of dead/injured patients due to avoidable
adverse events not related to their disease
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Organizations with Need for Resilience

ESFORS Software and Service Development, Security & Dependability Workshop

Examples (4)

e Business organizations
— Private and public companies
— Banks
— Etc.

=2 Threats: information attacks, financial losses,
bankruptcy
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E.qg. the “Barings Collapse”

ESFORS Software and Service Development, Security & Dependability Workshop

« Bankruptcy declared by Barings plc (233 year old British Financial
Institution) in February 1995

 £869 Millions loss caused by the trading practices of a single person
(the trader Nick Leeson)

 Double role of sale manager and head of settlement operations
inadvertently given to Nick Leeson

* Major losses experienced by Barings Futures (Singapore), hidden to
Barings plc (London)

« Failure of Barings plc management to timely identify the excessive
margin calls by Nick Leeson

* Nick Leeson erroneously perceived as “star performer”
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ESFORS Software and Service Development, Security & Dependability Workshop

A resilient organization should manage with the following contradictions:

e Standards vs Local adaptations
« Centralization vs Decentralization
e Automation vs Human in the loop

o Stability vs Capacity to change
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ESFORS Software and Service Development, Security & Dependability Workshop

« SHEL

LIVEWARE

Operators
Roles
Teams

SOFTWARE

Procedures
Practices
Code

HARDWARE

Tools
Infrastructures
Equipment

ENVIRONMENT

Economic and socio-cultural
context
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ESFORS Software and Service Development, Security & Dependability Workshop

2 BRAIN WRITING SESSIONS

10.00-11.30 — Session 1

» How resilience topics are addressed today
» what is lacking

11.30-11.45 — Coffee Break

11.45-12.30 — Session 2
» Future research directions
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ESFORS Software and Service Development, Security & Dependability Workshop

2 BRAIN WRITING SESSIONS
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Local adaptations
Decentralization
Human in the loop

Capacity to change
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