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The DESEREC architecture

ESFORS Software and Service Development, Security &  Dependability Workshop

* Objective: to define a framework able to manage critical
Infrastructures whilst offering dependability and security
In an easy and scalable way

 Framework:
— detection and prevention of incidents and potentials faults

— reaction in case of incidents to reduce the time of unavailability
or insecurity

— plan the system management by modelling the particular
scenarios and actions to allow the system to decide the best-
fitted system configuration in case of those incidents
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The DESEREC architecture
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 Example:
— HTTP server misconfigured or it becomes down
It could be detected by the upper DLocalAgent based on events from the
DltemAgent.
» DLocalAgent could also apply the reaction process to bring the server up again

— The server is attacked
» This incident might not be detected by the DLocalAgent due a lack of
information
It could be detected by the DCentralAgent using both the information received

from the HTTP server itself, and from an IDS deployed in another molecule
» Layered approach which allows distributing the framework
responsibilities
— Molecules are as autonomous as possible and only need to rely on the
central node when strictly necessary

— Requires a model of the whole infrastructure in order to provide the set of
avallable configurations of the target system including:
« detection_and reaction_patterns to both DLocalAgents and the DCentralAgent

« valid configurations _ to be applied on the infrastructure.
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Modelling framework
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« Takes high-level descriptions and requirements as inputs:
— Generates the needed configuration for the elements
— Must comply with how the administrator wants services to operate
— Respect any dependencies or constraints that might be applicable

« Set of high-level information which needs to be modelled:
— Set of services that the system is intended to provide
» W3C’s Web Services Choreography Description Language (WS-CDL)

— Physical infrastructure which is available to run such services

» System Description Language (SDL): Developed within the POSITIF project, allows
describing physical network infrastructure (computer systems, software capabilities, etc)

— Constraints which might apply, such as system-wide policies or impositions

» Services Constraints Language (SCL): Notation developed in DESEREC, allows specifying
high-level configuration constraints for services (web, DNS, firewall ...)

* Itis necessary to transform them into more specific data  Operational Plan
— DESEREC takes as a basis the Common Information Model (CIM), an initiative by DMTF
— Actually, an XML mapping of the CIM (xCIM) classes is used
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Operational Plans
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o Operational plan: model including information needed by the system in
order to:

— Allocate the services

— Configure them to run properly

— To react automatically when incidents appear
* Includes:

— One or more operational configurations: all admissible ways to set up the
system

— One detection scenario: which incidents we are interested in, and how to
detect them
— One reaction scenario: ways to react when such incidents are detected
* The actual reaction will be worked out by a decision engine

» Reactions consists of switching to a different op. configuration that fixes the
incident detected
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Operational Plans
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 Meta-models for operational plans are defined both for the global (high) and
the local (low) levels

— Local incidents may be resolved by changing some local configuration
— System-wide ones may require a complete reconfiguration

* For global level:
— HOP: High-level Operational Plan
— HOC: High-level Operational Configuration
— GDS: Global Detection Scenario
— GRS: Global Reaction Scenario

 For local level:
— LOP: Low-level Operational Plan
— LOC: Low-level Operational Configuration
— LDS: Local Detection Scenario
— LRS: Local Reaction Scenario
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Operational Plans
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Operational Plans
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 To allocation of services onto software elements, OP makes use of an

XML implementation of the CIM data model, extended for the purposes
of DESEREC

— XCIM-SDL (System Description Language): the system model

— XCIM-CPL (Configuration Policies Language): configuration for services
* “the web server listens on port 80 and serves the ‘booking.html’ page”

— XCIM-SPL (Security Policies Language): system-wide security policies
« “all firewalls in the system must allow only connections to port TCP/80”

 From these instances, it is possible to derive configuration data of
specific services on specific nodes

— Generic Service Rulesets (GSR'’s): describes the full desired configuration

for a specific technical service, and is targeted to a specific element in a
molecule
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Conclusions
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« DESEREC architecture is based on the modelling of the requirs. for target
systems

 The framework works by modelling requirements such as underlying
equipment and business services from a high level point of view
— Translating them into the set of valid configurations for the target system
— The modelling of dependability and security requirements also includes the
definition of:
» Detection scenarios: known issues that can affect the system
» Reaction scenarios: known available solutions for those specific issues

» The presented modelling framework would be incomplete without the
detection / decision / reaction engine

e Future statements:
— Modelling event descriptions

— The dynamic transformation from the high level requirements to the final
configuration data

— The development of a complete Al-based decision engine

— Analysis and conflict resolution tasks over the resulting configurations
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