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Ambient Intelligence Scenarios
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Defined by the EC Information Society Technologies Advisory Group
(ISTAG), Ambient Intelligence (Aml for short) emphasises on greater
user-friendliness, more efficient services support, user-empowerment,
and support for human interactions.

Ambient Intelligence builds on three recent key technologies:

Ubiquitous Compu_ting% means integration of microprocessors into.
everyday objects like Turniture, clothing, white goods, toys, even paint.

Ubiquitous Communication enables these objects to communicate
with each other and the user by means of ad-hoc and wireless
networking.

Intelligent User Interfaces enable the inhabitants of the Aml
environments to control and interact with these environments in a
natural (voice, gestures) and personalised way (preferences, context).

ALL ASPECTS OF Aml ARE CHALLENGING FROM
THE POINT OF VIEW OF SECURITY AND DEPENDABILITY (S& D)
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General Aml Challenges
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» Heterogeneity — Not only of transmission networks and communication and
computing platforms, but also of interests, needs, information, legal contexts ...

« Dynamism — The constant evolution of information, applications, devices,
applications and users’ demands will mandate the use of new computing models
that can adapt themselves to this evolution.

« Scalability — The huge number of devices, applications, information transport and
computing will challenge the limits of the current systems and models.

« Adaptability — The need for dynamic adaptation poses important concerns on the
suitability of the current infrastructures, models and processes.

« Intelligent (or at least simple) User Interfaces =~ — The increase of the number of

computer controlled devices and applications introduces a clear need to enhance
= ser interfaces.

. Integrati(Mroperability

« Saturation
 Change of computing models
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What is new? What is the problem?
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The concepts of system and application as we know them nowadays will
disappeatr,

evolving from static architectures with well-defined pieces of hardware,
software, communication links, limits and owners,

to open architectures that will be sensitive, adaptive, context-aware

and responsive to users’ needs and habits that we will refer as Aml
ecosystems .

The provision of security and dependability for these ecosystems will be

iIncreasingly difficult  to achieve with existing security solutions ,
engineering approaches and tools because of the combination of

heterogeneity,
dynamism,
along with the growing demands for dependability and security,
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Challenge 1: Dealing with dynamism
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In the new Aml scenarios, not only systems as a whole
but also individual applications running in or supported
by those systems will have to adapt to dynamic
changes to hardware and software, and even

firmware configurations, to unpredictable

appearance and disappearance of devices and
software components

Pre-defined trust relationships  between components,

applications and their system environments can no
longer be taken for granted
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Challenge 1: Dealing with dynamism
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The increased complexity and unbounded nature of Aml
applications make it impossible to foresee all possible

situations and interactions which may arise in Aml
environments

and therefore create suitable solutions to address the
users’ S&D requirements.

S&D engineers will be faced with pieces of software,
communication infrastructures and hardware devices

not under their control . Thus, approaches based on the
application-level security will not be sufficient.
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Challenge 2: Dealing with heterogeneity
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Aml environments will contain a large number of
heterogeneous computing and communication

Infrastructures and devices . holding a variet%/ of data
with different security and privacy requirements.

Heterogeneity also applies to users, applications , S&D
requirements , S&D Solutions , etc.

In such settings, devices and applications are decoupled

— Therefore securing the device or the information
alone or even each individual application is not
sufficient , and context information should be

integrated in order to be able to choose appropriate
security mechanism on-the-fly.
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Challenge 3: Need for supervision
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Because of their complexity, and because
elements will be under the control of different
owners, security mechanisms will need to be
supervised (monitored) in order to identify

potential threats and attacks and decide on
recovery actions, when possible.

Supervision is In principle restricted to the

elements under our control. However, we
definitely need to monitor external components.

For this reason, we need to consider monitoring

aspects as an essential part of the collaboration
mechanisms.
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Challenge 4: Dynamic security expertise
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We can summarize the individual challenges that we have

devised so far into a simpler and yet tougher grand
challenge:

The provision of S&D in Aml ecosystems requires the
dynamic application of the expertise of security
engineers in order to dynamically react to unpredictable
and ever-changing contéxts.

The intuitive solution of developing an “intelligent” system
able to analyze the requirements and the context in order to
synthesize new solutions is not a promising one given the
state of the art in both security engineering and intelligent
systems.
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