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« designed for critical infrastructure protection
— centralised approach
— policy oriented

e some key traits can be extended towards ad-hoc service
composition
— modelling framework
— evaluation metrics
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goals
Infrastructure  -------------- business services
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Roles, Behaviours, Relationships
— define the logical view of the system
— relationship between two roles (behaviours)

Participants, Channels

— group some roles, define the way in which
participants talk

— channel (instantiated as variables) can be
passed through interactions

Choreographies, Interactions
— describe a (multi-participant) protocol

Variables

— information exchange (forwarding), states,
channels, exceptions

Tokens, Token locators

— pieces of variables (locate somewhere),
relevant for the system functions

http://www.w3.org/ws/chor
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 Malin elements
— network elements: networks, hosts, hardware platforms
— logical elements: software, technical services
— connections between devices, hosts, networks

http://www.positif.org
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 Allocation
— constraints on the structural part of the configuration

— add: additional resources added to the infrastructure
(e.g. software, technical services)

— mapping: maps roles in the service model to elements in the
resource model

« Security and configuration policies

— Language for modelling general-purpose service constraints:
SCL (Services Constraints Language).

— two types of rules: those which configure specific services, and
those related to security which span all the system
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e Generic Service Rulesets (GSRS)
— merge the structural and behavioural part of the configuration
— transform them into (abstract) element configuration rules

— based on a subset of DMTF's Common Information Model
(CIM)

http://www.dmtf.org
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e Input models

— system and configuration models (services, resources, policies,
configurations)

— vulnerability model, fault model
— load model, resource consumption model

e Qutput models

— low level analysis results
 attack graph,
 error propagation,
» simulation events and statistics
— high level metrics
* service capacity, service performance,
» protection level, policy violations,
» observability , accountability
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Toward ad-hoc service composition
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 What can be used for ad-hoc service composition?
— system models
» layered approach: service workflow vs platform structure
— policy model
» can be extended for modelling Service Level Agreements
— metrics
* service capacity, service performance,
» protection level, constraints violations,
« observability, accountability
 What is missing for ad-hoc service composition?
— SLA modelling and validation
— protocols to exchange models
— distributed monitoring infrastructure
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 We need monitoring strategies and techniques
— for monitoring SLA violations
— for accounting

e Trusted computing may allow us to measure what is
typically difficult to measure (e.g. security)
— how to be assured that “the service will store user identity data in

a protected way, e.g. encrypted”?
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 What can be used for ad-hoc service composition?

trust is having assurance of someonelse’s behaviour (under
some context)

remote attestation can give us some assurance in the structure
and behaviour of our peers

from this information we can evaluate peers against our policies
both application and platform layers are essentials

 What is missing for ad-hoc service composition?

attestation protocols

e support attestation within standard application protocols (e.g. TLS)
model-based attestation

« only binary attestation now supported

» property-based attestation, but practical examples lack

 attesting more structured and formal data may solve the problem
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