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Workshop on

Software and Service Development, Security & Dependabil ity

Conclusions and plenary session
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ESFORS Software and Service Development, Security &  Dependability Workshop

Day 1 

• Keynote speakers
– Conflicts between security policy and business
– Compliance consequences
– Predicting system behavior still the largest unsolved 

problem
– Potential solution: mix of formal and empirical 

analysis
– 4 pillars: proactive failure management, service-

oriented OS, fault tolerant services, self-* methods
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ESFORS Software and Service Development, Security &  Dependability Workshop

Day 1 

• Engineering dynamic and ad-hoc service 
coalitions
– Jean Christophe Pazzaglia

– Luca Durante
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ESFORS Software and Service Development, Security &  Dependability Workshop

Requirements Runtime

Hardware

Business
Processes

System 
complexity

Engineering Dynamic & ad-hoc Service 
Coalitions
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ESFORS Software and Service Development, Security &  Dependability Workshop

Requirements Runtime

Hardware

Business
Processes

System 
complexity

Overall modelling framework
for TSD & compliance

Domain Specific Models

Few design tools are 
integrated and tool chain is
rigid

Integrated/flexible chain of
open tools

Static and isolated models More dynamic and self-upgrading
models based on 
observation/behaviour of running 
system

Lack of reusable solutions for
TSD

Creation of S&D pattern library 
by community (TSDPedia)

Usual limitation of formalization Scalable model with respect to
the depth and width of analysis

Engineering Dynamic & ad-hoc Service 
Coalitions



6
����������	
����
���
�����������

ESFORS Software and Service Development, Security &  Dependability Workshop

Day 1 

• Scalable and adaptive service infrastructures
Static, centralised, 

predetermined, fragmented
Dynamic, distributed, 

personalised, E2E

Trust not
scal./adapt.

Identity & priv. 
Not ubiquitous

Assurance
local, off-line

Context (T,L) 
dependance

Dynamicity of
trust

Fed/int of id. & 
pr.

Scalability and
int. assurance

Adaptability to
context (T,L)

Restricted TC, 
fragmented

controls policies

FlexibleTC, 
flexible policies

- Runtime monitoring

- Runtime negotiation

- Protected computing

- Generalised framework & 
languages

- End to end security
verification

- P2P
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ESFORS Software and Service Development, Security &  Dependability Workshop

Day 2 

• Keynote speakers
– Current assurance standards and management 

practises being insufficient for SOA: need to upgrade 
SLA´s

– Need for closer link between trust (as seen by users) 
and trustworthiness (of infrastructure and 
components)

– Scalable trustworthiness: a scalable and resilient 
platform for resilient SO computing

– Some basic ingredients: P2P, scalable 
publish/subscribe etc
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ESFORS Software and Service Development, Security &  Dependability Workshop

Day 2 

• Resilience in infrastructures, systems and 
services
– Pedro Carvalho

– Sandy Johnston
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ESFORS Software and Service Development, Security &  Dependability Workshop

State of the art

• People and Process Quality (Assurance)

• Ad hoc (Fault tolerance)

• Distinction between Trust & Trustworthiness is 
blurred (Ad hoc deployment of enforcements)

• Technical solutions valid for limited period/no 
plan for fundamental changes
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ESFORS Software and Service Development, Security &  Dependability Workshop

Vision

• Model-based automation for dynamic reaction to change

• Best practice routinely used

• Reactive coverage of faults

• Infrastructures operations should be trustworthy

• Automatic Security  & Dependability

• Aware people (reports) to make best  Security & Dependability

• Trustworthy coverage/use knowledge formal methods
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ESFORS Software and Service Development, Security &  Dependability Workshop

Outlook Research Agenda

• Trusted infrastructures

• Model synthesis (rigorous models real world)

• Design patterns for fault tolerance

• Promote Intrusion Tolerance (to complement Intrusion Prevention -
firewalls etc)

• Visualization of Security & Dependability issues (decision support)

• Models for human abstractions/reasoning

• Hybrid system models (formal proofs)
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ESFORS Software and Service Development, Security &  Dependability Workshop

Day 2 

• Resilience in business processes
– Domenico Presenza

– Luca Save
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ESFORS Software and Service Development, Security &  Dependability Workshop

Main conclusion from BPR panel

• Resilience of an organisations is different from 
resilience of its (ICT) infrastructure.

• There is not the ambition to remove humans 
from the loop. Automation instead has to be read 
as support.

• It appears there is a gap to be filled
• Software Engineering community is starting to 

investigate how to extend their approaches to fill 
the gap. (DESEREC team)
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ESFORS Software and Service Development, Security &  Dependability Workshop

Next steps 

• Presentations published on 
www.esfors.org

• Analysis of results: actions and 
roadmapping

• Report by Oct 2007


