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Executive Summary

Conferences and workshops are ESFORS' main vehicle for giving an opportunity to the
research communities and expert groups to present their ideas, discuss and reach
consensus upon the future research challenges in security and dependability that need
to be addressed in prospective European research programmes.

The workshop held in Paris on 6-8 September 2006, attended by over sixty participants
coming both from industry and academia, showed that there is growing mutual interest
on research in security and software engineering. With a focus on particular topics
dealing with software and service development, security and dependability, the
workshop produced a number of recommendations for concentration of future research,
in the realm of the three main topics investigated in the working sessions:

- Secure Applications & Security Services
- Secure Service Ecosystems
- Stakeholder Expectations

Although addressed separately, the different working groups found common themes of
research requirements:

Privacy considerations - a clear definition of privacy as well as research scope is
needed in order to unify criteria and to decide on the most appropriate research
directions. Some of the suggested topics to further explore and develop include:
User empowerment, usage control and visibility, context-aware privacy, data issues
in software services, protection control and accountability.

Identity considerations - after discussion on the identity concept, the existence of a
unique or multiple identities per individual in service-oriented environments, the
possibility to manage identity in dynamic service coalitions and many other topics
have been debated. These include: links between privacy, reputation, identity,
credential systems and interoperability, solutions for 'special’ identity cases (group
identity, inclusive identity, identity of *“things” etc), virtualization of identity,
interoperability, identity control lifecycle (issue, verification, revocation, etc.),
repudiation of identity etc.

Security mechanisms for services - this is an extensive research topic since it
encompasses issues like: clear division between modification of old security
mechanisms and establishing new mechanisms, policies integration and
enforcement, negotiation and conflict resolution mechanisms, adaptive security,
reusability and portability of mechanisms, etc.

Trust analysis, management and monitoring - these are two different, but inter-
related, sub-topics that include, respectively: Trust analysis and management
including trust modelling and computational trust; and dependability assessment and
monitoring.
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Security and dependability engineering - some issues concerning security and
dependability engineering are: use of patterns, integration of ‘lessons learnt’ and
formal models, semantics, secure coding, secure migration, etc. There was a
particular emphasis on decision making in security engineering (user-driven, risk-
driven, threat-driven, trust- driven, complexity- and cost-driven, etc).

Stakeholders expectations - a number of key issues were discussed from the
perspective of various stakeholders including end users, enterprises, academia, and
service and communications providers. These topics included challenges related to
the risk management approach to security, including quantitative risk assessment,
the need for methods and tools for complex scenarios, raising awareness, the
relationship between trust and training, and costs vs. benefits across all three
perspectives: citizen, industry and regulatory. In addition, the need for secure metrics
and monitoring protocols and taxonomy or common language are needed to ensure
that all stakeholders on security can communicate in a mutually understand
language, which is very difficult in this environment.

The above research topics and priorities will be further examined with research
stakeholders in the NESSI Trust, Security and Dependability Working Group meetings
which will follow this workshop.

In addition, the ESFORS will organise a networking session at the IST 2006 event on
November 2006 in Helsinki, where participants are welcome to discuss the implications
brought about by the service-centred approach to ICT on the trust, security and
dependability research and development areas of interest for FP7.

The next ESFORS-NESSI workshop is scheduled for the summer of 2007 in Maribor,
Slovenia.
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1. Introduction

On September 6-7th, ESFORS brought together some sixty participants from
research stakeholders coming from Academia and Industry within the Software,
Services, Security and Dependability communities in a Workshop to address the
security and dependability requirements of emerging software service platforms.

The workshop was launched with a series of keynote speeches including
representatives from the European Commission and from industry, to initiate the
discussion that would follow during the parallel working sessions.

A summary of these keynote speeches, which are listed below, can be found in
ANNEX I: Keynote Speeches

- Welcome, Workshop objectives and format (James Clarke, Waterford Institute
of Technology)

- ESFORS and NESSI overview (Aljosa Pasic, Atos Origin)

- Setting the scene for the Workshop and FP7 update (Jacques Bus, European
Commission, DG Information Society and Media)

- Secure Applications and Security Services (Vic Morris, Vordel)

- Vision for resilient software, systems & services (Michel Riguidel, ENST)

- CIIP in the Swiss Financial Industry (Thomas Kohler, UBS)

- Securing the adaptive enterprise — Enterprise systems security research
directions (Volkmar Lotz, SAP).

In addition to insightful keynote speeches and project demonstrations, the Workshop
included intensive working sessions in order to identify, discuss and elaborate
scenarios, challenges and priorities of security and dependability research within the
software and service environments in the mid-to-long term.

Working sessions were organized into three streams dealing with the topics: Secure
Applications and Security Services; Secure Service Ecosystems; and, Stakeholders
Expectations.

This final report gathers all the relevant information produced during the workshop,
and summarizes the outcomes and results of the working sessions.
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2. Workshop Methodology

The Programme Committee spent a great deal of time determining the stream topics,
definitions and sub-topics within the streams, which can be seen in the following
mind map.

Figure 1. Makeup of three Streams

The work was divided in five sessions, and was performed in parallel in three
different groups (streams), each of which dealt with their own specific sub-topics (full
details can be found in the individual stream reports).

The three streams were: Secure Applications and Security Services; Secure Service
Ecosystems; and, Stakeholders Expectations. The distribution of workshop
participants among the three streams was done according to the participants’ choice
of working topic.

Within each stream, the core of the methodology was the use of a brainwriting
method to capture the views and opinions of the experts. The brain-writing method
and its application to the ESFORS Workshop process are described in detail in
ANNEX lll: Workshop Methodology - Working sessions.

The brainwriting methodology was used in each of the three working streams, which
dealt with specific topics. For each of these streams, a detailed report is presented in
the following chapters.
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3. Stream A — Secure applications & Security Servic  es

3.1. Challenges of Security Applications & Security Services

One of the major problems that organisations face today is that poor development
practices are responsible for many of the vulnerabilities in software today and that
the move to deploy applications as services on the Internet, especially those that
were originally meant to run on individual PCs, may underestimate the security risks
that go along with that move.

Stream A explored the mid and long term security problems, challenges and
scenarios in order to take into account the requirements from different stakeholders,
right from concept and design, through to development, deployment and operation of
service based applications and services. Likewise, the participants of this stream
also stressed the necessity to explore the implications of new service provisioning
paradigms in the existing security mechanisms.

Co-chairs: Pedro Soria-Rodriguez and Michel Riguidel
Rapporteur: Maria Martinez Juste

3.1.1. Security in the complete lifecycle of softwa  re engineering.

For many years, security was an add-on feature in software applications
and there has been little investigation on security role in the software
engineering lifecycle. Over the last few years, however, there is an
increasing awareness that security must be built-in and not added-on. In
current system development processes, security requirements are
identified independently for each system component, such as servers
storing and processing sensitive data or communication links using open
networks, without explicitly considering the interdependences between
them. The future systems raise highly complex security concerns
regarding service composition or ownership, but also regarding integration
of identity and privacy protection.

These emerging technologies need sophisticated and methodological
approaches in determining the secure service requirements, design,
development, validation etc.

3.1.2. Security implications in the inter-working o f frameworks, models,
and new service paradigms.

The term service-oriented architecture (SOA) expresses a perspective of
software architecture that defines the use of loosely coupled software
services to support the requirements of the business processes and
software users. SOA can support integration and consolidation activities
within complex enterprise systems, but SOA does not specify or provide a
methodology or framework for security. In SOA, the non-functional aspects
of services and connections (e.g. security and fault tolerance) should be
defined separately from their functional aspects (i.e., business logic)

10/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

because different applications use services and connections in different
non-functional contexts. An application may use a service via reliable
connection that guarantees message delivery when the service is hosted
on an unreliable network (e.g., the Internet), and another application may
use the service via connection that does not guarantee message delivery
when the service is hosted on a reliable network (e.g., intranet). The
separation between functional and non-functional aspects improves the
reusability of services and connections.

This subtopic addresses opportunity for closing the gap between software
and security engineering and for supporting the development of security-
critical systems in an industrial setting. The current state of the art includes
approaches to integrate security and system engineering within UML-
based frameworks, but also frameworks for security in business processes
or a model driven architecture approach to security engineering, called
Model Driven Security.

3.1.3. Trustworthy service composition and provisio ning and trusted SoA
for deployment of trustworthy services.

The term Trustworthy Computing (TwC) has been applied to computing
systems that are inherently secure, available and reliable. More recently, a
large software company has adopted the term Trustworthy Computing as
the title of a company initiative to improve public trust in its own
commercial offerings. According to them, Trustworthy Computing is built
on four pillars: Security, Privacy, and Reliability in our software, services,
and products; and integrity in our Business Practices.

The terms Trustworthy Computing and Trusted Computing have distinct
meanings. A given system can be trustworthy but not trusted and vice
versa.

The National Security Agency (NSA) defines a trusted system or
component as one "whose failure can break the security policy”, and a
trustworthy system or component as one "that will not fail". Trusted
Computing has been defined and outlined with a set of specifications and
guidelines by the Trusted Computing Platform Alliance (TCPA). These
include: secure input and output, memory curtaining, sealed storage, and
remote attestation. As stated above, Trustworthy Computing aims to build
consumer confidence in computers, by making them more reliable, and
thus more widely used and accepted.

This subtopic deals with the use of these paradigms to service oriented
applications.

3.1.4. Dependability in ambient-driven and context-  oriented service
orchestration.

Dependability is very much related to the trustworthiness in a sense that
allows “reliance to be justifiably placed on the service it delivers” [IEIP
WG10.4 on Dependable Computing and Fault Tolerance]. Dependability is
also related to availability, reliability and safety of software systems. As the
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system become more and more complex, and borders between service
infrastructures and service applications become more blurred,
dependability is becoming increasingly a popular research topic in security
research community.

Over the course of the past fifty years many attempts to describe the
attributes of dependability have been done. Those can be grouped into
categories such as fault prevention, fault tolerance, fault removal and fault
forecasting. More recently, issues relating to scalability of resilience and
dependability concepts in complex systems have also emerged, in
particular with regard to complex systems evolvability, assessability and
usability. In this subtopic, issues related to the future of dependability and
resilience in complex systems, as well as the likely consequences of faults
are addressed.

3.1.5. Securing the basic services provided by arch  itectures and provision
of basic security services for upper layers.

Trust, Security and Dependability “specialised” software services attempt
to solve specific problems such as: establishing the authenticity, identity
services, authorization services with support for the delegation and control,
anonymity services, trust management (e.g. rating and recommendation)
services and many others. The use of “security as a service” might bring
some problems derived from, for example, linking authorization to the level
of authentication undergone by the user etc.

Currently, it is not clear which role can be played by trust parameters in
the software service policy and the service itself. Autonomic security
decisions should for example not become unpredictable. Direct trust-
based authorization would require trust assertions to be attached to web
service requests, and be validated by the service. Security policy would
need to be extended with rules that can interpret and make access control
decisions based on the trust claims in the secure tokens. A centralized
security policy service for defining and managing security policies across
HTTP, SOAP (WSDL), etc should be compared with other models (e.g.
distributed local security services, hybrid models).

3.2. Scenario building

3.2.1. Dynamic Semantic Security Services “D3S”

Type: Medium Term (3-5 year)

Environment/Setup:

Change of Trust-Security-Dependability (shortly, TSD) properties is always
critical when it comes to the application deployment, but also in the stage
of functional requirements, design and development. Adaptive levels of
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TSD based on context-sensitive requirements will allow for dynamic
reconfigurations and on-the-fly substitution of security protocols and
mechanisms.

Social or Research Need:

Third parties, government (or EU) bodies and standardisation bodies will
be required in order to test and validate trustworthiness of security
services and especially “embedded security semantics”, i.e., the inclusion
of security concepts and significance into the description of services, to
ensure security properties become intertwined with the actual service
functionality. Such involvement from third parties would be in the form of a
supervising authority to certify or provide some proof of trustworhiness of
security services.

Approach:
In a SOA, while basic security services may allow the static composition

and interchange of services (at least in theory), a consistent semantic
representation of security properties, requirements, methods, approaches,
protocols and functionalities will allow automatic (or semi-automatic)
adaptation, which becomes specially important in Aml environments. This
“embedded semantics” will also help service designers to adhere to the
dynamic policies and security levels. Instead of hard-coding security rules,
they will simply have to semantically define their service applications
requirements in respect to TSD. The question remains: how this semantics
can be secured?

Discussion:

Examples from the SERENITY project were given. While a complete
security policy may have to include all of the security properties,
SERENITY mainly concentrate on prevention, detection and risk
avoidance, since these are the technological areas where the SERENITY
framework will focus. It will provide prevention mechanisms through
applying security and dependability (S&D) patterns, detect any security
intrusions through online monitoring and implement risk avoidance through
applying S&D patterns in workflows.

Web services and semantics are considered to be a promising topic in
research, including precise descriptions of services, and application of
semantics for description of security properties should be more
investigated.

This will help not only service designers, developers and operators, in their
quest to achieve dynamic behaviour of service constellations, but will also
empower the end user who will be able to choose which is the service that
better fit his/her needs in the specific context.

Furthermore, it will be possible to change semantics of security properties
without changing the services.
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3.2.2.

3.2.3.

End user global identification web service f  ramework

Type: Not defined

Environment/Setup:

There is an opportunity for building an EU based identification framework
for service oriented applications. In order to turn the security objective from
dignity to responsibility, development and use of any remote services will
have to include accountability, non-repudiation, traceability, etc.

Social or Research Need:

The responsibility and accountability of any remote service owner or user
has to be properly identified. This includes a wide range of stakeholders in
order to agree on common standards and their implementation e.g. items
to be stored in the security token (X-509, fingerprint, dynamic signature
template, digitized picture, voice pattern...).

Approach:
The suggested approach relies on a framework, with stakeholders that

guarantee e-ID (as state certificates authority) providing a common means
of storage for security tokens (smart cards...).

Discussion:

There is a need for trust between stakeholders in this EU framework. The
identification will be offered as a service involving the verification of the 1D
status at the authority server, getting a reliable time stamp from
synchronized servers, and storing traces of any actions of any service
consumers (encrypted for privacy).

There is also a need to create a European-wide scheme for cross-
authentication and identification, using all the available technologies at the
moment, biometrics, fingerprints, etc.

There may be a problem with anonymity. On the other hand, identification
would be dependent on the service, so you would not be always identified.

Unplanned secure communications provisioning

Type: Medium Term (3-5 year)

Environment/Setup:

The provision of secure communications services, between organizations
who have not necessarily communicated with one another previously, in
response to an unplanned requirement to share sensitive information.

Social or Research Need:

The need for organizations to share sensitive information may arise, for
example, in responding to, and managing of, an emergency or crisis
situation. It could be the case that the organizations involved are from
different European nations and that the existing techniques for establishing
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3.2.4.

secure communication channels are not feasible within timescales
required for an unplanned event.

Approach:
Organizations register their wilingness to provide a secure

communications service in a federated services registry. Access to
services is controlled via authorisation authorities (possibly using business
rules to provide a level of automation). Parameters required for
establishing new communication tunnels can be made available
dynamically via parameter repositories. Devices used to encrypt sensitive
information are reconfigured with these parameters. Business rules used
by authorization authorities may dynamically change in response to the
context and the environment.

Discussion:

The research issue would be to further reduce the time taken to effectively
establish secure channels and share useful information.

Whereas the original communications infrastructure services are domain
independent, the application services are likely to be tailored to a particular
domain, e.g. situational awareness, access to hazard’s data, etc, or to
cross-domain constellations.

Other research issues include integration of authentication mechanisms
and dynamic policies, adaptation to context, shared permissions, etc.

*Note: crisis management scenarios are dealt with by the FP7 Security
Theme.

Model-based development of security-empowere  d software
Type: Long Term (5-10 year)

Environment/Setup:

Currently, security properties in software engineering are hand-coded.
This opens chances for missed security measures and vulnerabilities.
Furthermore, it does not provide ground for convergence of security
standards and measures to be deployed across applications/services.

Social or Research Need:

We should, similar to UML, develop a methodology, framework and tool
set to model applications and services, in order to prove their correctness
with respect to security and interoperability, and possibly to generate code
as well.

Approach:
We could start to analyze lessons learned from UML/MDA work. First step

would be to define a methodology, including a formal language. Then, we
could develop a framework that would allow specification and modelling of
applications of selected application domains, evolving over time to a
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3.2.5.

generic framework. The framework would allow to verify, validate and
simulate application and behaviour in respect to security properties, and
finally to generate code (interoperable code) for the application.

Discussion:

There is a need of investment in procedures, formal models, methods,
tools for developing, evaluating, etc, security services and applications,
which might discourage software industry. This could be considered more
a challenge than a scenario.

The main problem, a very high amount of manual coding, is affecting
software economics as well. UML and other technologies just take into
account the business side, but not security. The question is: is there
enough formalism in secure software/services?

Automatic code generation would be definitely the major enhancement
and the most “innovative part” of this scenario.

Security in Software for Automotive Industry

Type: Medium Term (3-5 year)

Environment/Setup:

The cars are traditionally having more sophisticated embedded software.
In the future, it will be possible to offer added value services for drivers
(e.g. car assistance, private information, agenda, restaurants, meetings,
etc). Cars will also be enabled to communicate to each others, etc.

Social or Research Need:
To provide systems that are able to offer a secure and trustworthy
way of communication
To offer legal guarantees to the car owners in terms of information
confidentiality, privacy, etc.
To increase the trustworthiness of solutions and services.
Safety

Approach:
Define new standards and protocols able to set and describe

policies

Provide strong Id management systems.

Create frameworks able to eliminate “middleman” sniffers and other
malicious attacks.

Research on dependability and resilience

Research on monitoring mechanisms which are not centralized but
distributed in order to avoid overload of information.

Discussion:

Another relevant issue for this scenario is the issue of multiple source of
trust. From a security point of view, privacy and security have to be taken
into account for different car domains.
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3.2.6. Outsourcing

Type: Medium Term (3-5 year) and Long Term (5-10 year)

Environment/Setup:
Setting a framework for security in business outsourcing, that is,
empowering both the client and the orchestration of (possibly re-
outsourced) services. The objective is providing measurable and
predictable audit and security, even when security operations are largely
outside your control.

Social or Research Need:

Outsourcing is the current reality of service processing. Yet, there are no
methodology or research techniques to deal with it. Basically, it violates
the main security assumption of many organisations: ‘you are in control of
security for your applications’. Clients cannot decide protection level
agreements as this is not clearly linked with security techniques (e.g. Do 3
patches per week guarantee “more” security than 2?).

At the same time, an outsourced company has to develop services and
combine them. What protection level agreements can cover that situation,
when the trade off between cost and protection is in the hands of the
outsourced organisation?

Approach:
This is both a medium term and a long term scenario.

Medium term: defining security metrics, the notion of protection
level agreement, the composition of metrics during development
and aggregation of components, identifying trusted computing
components that can be deployed by clients to guarantee some
form of auditing.

Long term: defining new security models and security properties,
services architectures that combine trusted and untrusted
components.

Proof of compliance, before the service is outsourced or provisional
testing (secure built-in test of components).

Opportunities will be in a number of sectors such as banking
(compliance with Basel II) and e-Government (compliance with
privacy legislation when data of key government services is handed
to an outsourced company).

Discussion:

This scenario includes control of software given by entity (government,
bank) to other entity or sub-entities. Related issues are security metrics for
protection level agreement, audit, security architecture, provisional
control/certification, virtualisation and trusted components, security
models, compliance by contractor of regulations.
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3.2.7. Services risk assessment framework for end u sers

Type: Medium Term (3-5 year)

Environment/Setup:

End user of internet and broad band services has a lack of risk
assessment capabilities that makes him likely to distrust to new offered
services. EU opportunity to lead the Information Society is linked to the
success of the deployment of new services and this success relies much
on trust.

Social or Research Need:
We need to empower the end user in order to understand the risk of
services, and in that way to improve his/her perception of trust.

Approach:
An approach to set up a framework for personal risk assessment should

be developed:
Standards on security and privacy properties of services to be
published.
Standards on rating security and privacy services.
Standards on personal risk models and risk assessment of user
interfaces.

Discussion:

This scenario is related to stream C. Another related issue is what to do
when user don’t want to make risk assessment in choosing services.
There is also a suggestion that users may want to assess reputation rather
than risk and that users may not be able or not willing to know or asses
risk.

3.2.8. Mapping dependability across socio-technical systems (user +
services)

Type: Medium Term (3-5 year)

Environment/Setup

A SOA should support a socio-technical system in which users can
contribute (consciously or otherwise) to dependability. There is a need to
evaluate how the system can achieve D-goals (dependability goals) in a
way that discontinuity/personnel changes can be monitored and
assimilated in order to have safety of D-goals retained. If D-goals become
endangered (due to changes), system can substitute changes or choose
to return to safer operation.

Social or Research Need:
Contribution to dependability of service-oriented system by humans seems
to have received limited consideration so far. There is a need for
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mechanisms and metrics to describe dependability goals and a way to
describe how these can be mapped to user responsibility, service
characteristics and potential for replication to improve dependability.

Approach:
Develop a methodology and semi-automated enforcement mechanism for

specifying dependability goals. The methodology analyses existing system
state (ethnography, technical) to establish how dependability of system is
distributed across services/users (potential point of error/failure, etc.)

3.3. Research topics related to the challenges

In this session, the participants have analysed together the different scenarios, and
identified relevant research challenges. These are as follows:

3.3.1. Security in the complete lifecycle of softwa  re engineering
Formal threat modeling from requirements and design and
automatic tools.
Automated testing of threat scenarios.
Security metrics for software and services
Integration of user centric-view in security engineering lifecycle
Integration of “external” requirements such as regulatory (e.g. SOX)
Certification of processes (secure software engineering) against
certification of products
Integration of best practices and engineering rules.
Formal verification of design and model-based development for
security features.
Security requirements definition and its formalization.
Security patterns and their semantic definition
Secure code generation

3.3.2. Security implications in the inter-working o f frameworks, models,
and new service paradigms

Shared security policy, patterns and use of open standards.

Strong ID management policy versus multiple identity and context-
based identity

Interoperability between security mechanisms and inter-working of
frameworks.

Security metrics in distributed and complex environments.
Protection level agreements

Auditing and assignment of responsibilities that are shared among
different trust domains.

Rating and role of trust and trustworthiness.
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3.3.3. Trustworthy service composition and provisio ning and trusted SoA
for deployment of trustworthy services

Composition of different services with different ‘levels’ of trust
Context-dependent trustworthiness

Run-time against design-time compaosition

“Sources” of trustworthiness

Mechanisms to prevent and fight “social engineering” attacks.
Composition of security metrics (and policies).

Auditing capabilities for services outside user’s control

Initial credential for services and ownerships

Legal liability for failures of components

Monitoring distributed system behavior.

Roll back a ‘transaction’ across multiple involved subordinate
services

3.3.4. Dependability in ambient-driven and context- oriented service
orchestration

Secure, but unsafe dependable systems

S & D in the ubiquitous ad-hoc network.

Security protocols and policies for ubiquitous computing.
Dependability-goals for embedded systems and services
Redundancy and survivability engineering

Roll-back of collaboratively supplied services.

Reliable and effective way to identify the actors and/or third party
services.

Resilience mechanisms in place to be able to track context
variation.

3.3.5. Securing the basic services provided by arch itectures and provision
of basic security services for upper layers

Adaptation of basic security services that could be the control of
behaviour of the upper level applications.

The interaction and protection of security services as they interact
between the upper layers and the lower layers of service
infrastructure

Specialised secure services at MDD/business layer processes
versus basic security services that might support these business
layer processes.

Run-time monitoring and perhaps external monitoring or auditing
services with semantic support

Standardization vs. diversity

3.3.6. Other challenges

How to secure embedded semantics and ontologies?

How to secure networked ontologies belonging to different trust
domains?
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What are consequences of human-service interaction for
dependability?
What are core stakeholders in third identification and certification?

3.4. Extraction of results

During this session, the above list of challenges was discussed among participants,
in order to evaluate the validity and overlapping, to find common aspects etc.
As a result, challenges have been grouped and classified in the following categories:

3.4.1. Security Patterns

Security patterns should be applicable on complete engineering
lifecycle and there is a need of methods for specifying requirements
at design time.

There is need to follow common development practice for secure
services. This is related to adoption of best practices and
elaboration of engineering rules per life-cycle phase (design
requirements, policy...)

New protocols and patterns should be able to face the new
environments such as volatile environment, ubiquity, pervasiveness
etc.

More research is needed to know how security consideration can
be integrated into agile software/system development
methodologies.

System versus software engineering focus in integration and
formalization of security practices

The production of patterns

3.4.2. Interoperability of different security mecha  nisms

Interoperability among security mechanisms.

Challenges of security and interoperability in ambient intelligence
environment

Management of ontologies (semantics) belonging to different trust
domains.

3.4.3. Composition at design

Orchestration of services of different levels of trust.
Service assurance from the composition of trusted and untrusted
components.

3.4.4. Composition at run-time

Security models, resources and techniques (e.g. trusted computing
components) to provide auditing capabilities, internetworking and
web service composition.

Mechanisms required for deployment of trustworthy services.
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3.4.5. Risk metrics

Shared notions of security metrics and risk assessment scenarios
(that possibly can be automatically treated by software agents).
Metrics for:

- Risk of failure + consequence

- Anticipated benefit

- Acceptability of failure

- Degree of trust and trustworthiness and how they interact

3.4.6. Legal/social issues

Legal and social implications in SOA
Consequence of human interaction with services for overall
composed system dependability (positive + negative).

3.4.7. Infrastructure

Secure infrastructure services to ensure the trustworthy deployment
and execution of application services (and processes).

3.4.8. Assurance methods

Methods and tools to increase the assurance of the results of the
development process (might be formal methods, certification of
process, specification of security properties and metrics linked to a
particular software vs. another software).

Threat modeling from design and requirements to generation of
testing scenarios and automated verification.

3.4.9. Authentication

Adaptation of existing authentication services on various service
layers.

3.5. Prioritisation and mapping to scenarios

In this session, previously identified and converged challenges were prioritized,
taken into account the identified groups. For the sake of coherence, in the previous
section challenges have been already presented ordered according to prioritization:

3.5.1. Prioritization of challenges

Security patterns (design & methodology)

Interoperability among security mechanisms

Service composition design and runtime issues

Risk metrics and risk assessment

Legal and social security implications; Human Interaction with
services

Secure infrastructures for trustworthy deployment of services

g

o
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7. Assurance methods - Formal methods and specifications for
design, development and testing of services
8. Authentication across service layers

3.5.2. Scenarios

. Outsourcing

O~NO O~ WN PR

services)

3.5.3. Mapping to scenarios

. Dynamic semantic security services “D3S”

. End-user global identification framework

. Unplanned secure communications provisioning

. Model-based development of security-empowered software
. Security in Software for Automotive Industry

. Services risk assessment framework for end users
. Mapping dependability across socio-technological systems (user +

The following table shows the mapping of challenges to scenarios. To
perform this task, we have identified possible application for every
challenge. Scenarios associated to every challenge are listed in order of

relevance.

Topic 1: Security patterns (design &
methodology)

Scenarios:

Model-based development of security-
empowered software

Dynamic semantic security services
‘D3S’

Topic 5: Legal and social security
implications; Human Interaction with
services

Scenarios:

End-user global identification framework
Mapping dependability across socio-
technological systems (user + services)

Automotive Industry
Outsourcing

Topic 2 : Interoperability among
security mechanisms

Scenarios:

Mapping dependability across socio-
technological systems (user + services)
Unplanned secure communications
provisioning

End-user global identification
framework

Outsourcing

Dynamic semantic security services
‘D3S’

Topic 6 : Secure infrastructures for
trustworthy deployment of services

Scenarios:

Unplanned secure communications
provisioning

End-user global identification framework
Automotive industry

Outsourcing

Topic 3 : Service composition design
and runtime issues

Scenarios:

3.1 Composition Runtime:

Topic 7 : Assurance methods — Formal
methods and specifications for design,
development and testing of services

Scenarios:

Model-based development of security-
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Dynamic semantic security services
‘D3S’

Outsourcing

Automotive industry

3.2 Composition Design:

Model-based development of security-
empowered software

Outsourcing

Automotive industry

empowered software

Automotive industry

Dynamic semantic security services ‘D3S’
Mapping dependability across socio-
technological systems (user + services)

Topic 4 : Risk metrics and risk Topic 8 : Authentication across service
assessment layers

Scenarios: Scenarios:

Services risk assessment framework
for end users

Mapping dependability across socio-
technological systems (user + services)
Outsourcing

Dynamic semantic security services ‘D3S’
End-user global identification framework
Unplanned secure communications
provisioning

Model-based development of security-

empowered software
Automotive
Outsourcing

3.6. Conclusions and recommendations
3.6.1. Conclusions

While traditional approaches to secure application development, relied on
a paradigm that security is as an “add-on” product, the future complex
computer systems, with service based software applications, should rely
on “woven-in security”. Only in this way, software services will be adopted
by a variety of users from different domain, running on different networks
or using different devices.

All software functions, transactions and services will be available across
different spaces and the need for security will be even more important in
securing the sustainability of such systems. To accomplish this goal
effectively, security of service based applications has to be specified,
designed, developed, evaluated and executed consistently. Security
controls and mechanisms must be robust and capable of coping with
dynamic networks and architectures. Some promising techniques,
including security patterns, still need research and moreover, need to
prove to large enterprises that they are worth to invest in. Interoperability is
a raising concern among security experts and it goes far beyond technical
capability alone. Risk metrics and risk assessment, its representation and
interpretation, as well as relation to trust perception, are insufficiently
investigated in scope of software services, although there is a large body
of knowledge in this area. Legal and social implications, including the role
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3.6.2.

of user and human interaction are important topics to be included in
integrated research projects. Notion of trustworthiness, although welcomed
by many, has to be further elaborated and rather than restricted to
privileged groups, should contribute to openness and diversity of security
solutions. Authentication across service layers and assurance methods are
other important topics that also spread across service constellations that
are topics in the stream B.

Identity and access management lay the foundations for the building of an
extended trusted environment, along with providing flexible, policy-based,
user lifecycle management.

The automation, adaptation, self-service, and delegation features of
security mechanisms are possible topics of research that would enable the
service-centric organization to keep up with the ever-changing business
environment and the growing number of partners.

Recommendations

Security Patterns have been identified as a promising approach to support
secure system design and evaluation, since they combine experience and
good practices to suggest solutions to well-known security problems. The
major limitation security patterns exhibit is their inability to treat processes,
data and resources in combination. Recommendations include
unambiguous modelling language for security requirements and wider
adoption. Currently, most software applications do not provide support for
formal security analysis and verification. Service-oriented security patterns
would make it possible to reuse services that address specific security
requirements.

Requirements and more specifically security requirements engineering is
another area, borrowed from classical engineering approach where a
requirement is a description of what a system should do (“What happens in
the systems”), that has been identified. In security, requirements are
sometimes description of the problem and not the specifications of the
possible solutions to the problem.

The issue of formal requirements specification has concentrated a lot of
research effort for the last twenty years. As a result, there are numerous
methods and languages for formal requirements specification, but, for
example, there is no specification on trust requirements or on how to
combine trusted and “less trusted” services. In relation to this, notion of
trustworthiness should be further developed, and presented as an
alternative to trust, where perception and other factors (branding, social,
psychological...) are prevailing over technical factors. Threat modelling
and risk assessment are also related to this research topics.

New environments, such as the ambient intelligence, offer an insightful
perspective of the evolution of the information society and place also new
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challenges on service centric vision of software applications. The specific
research on how to handle this complexity (dynamics, shared ownership,
outsourcing etc) is needed.

Concluding, we may rephrase the aforementioned security research
direction to include at least two dimensions: one that addresses availability
of resources (tools, knowledge, trustworthy components...) and the other
dimension that addresses properties (dynamicity, adaptive, agile, systemic,
multi-view), which can cope with the increasing complexity of service
oriented software systems.
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4. Stream B — Secure Service Ecosystems

4.1. Challenges of Secure Service Ecosystems

Future service-oriented applications are open dynamic networks of loosely-coupled

services,

often owned by different entities. They serve communities of stakeholders

who may have only a transient alignment of interests. Furthermore, both applications
and communities may overlap with others. This stream addressed the problem of
providing security (confidentiality, integrity, availability, accountability, etc.) and
assurance of security in such a context. Participants of stream B dealt with structural
(architecture) and behavioural (process) system issues.

Co-chairs: Paul Kearney, Pierangela Samarati
Rapporteur: Pedro Carvalho

41.1

4.1.2.

4.1.3.

. Security architecture and models inspired by biology, sociology and

economics

Behavioural patterns found in sciences like Biology, Sociology or even
Economy can constitute a main profit in Security and Dependability
research for Secure Service Ecosystems. Many ideas can emerge from
the way cellular bodies evolve and reconstitute themselves to apply the
concept in damaged networks; human actions can be mapped into virtual
behaviour therefore avoiding malicious faults; and economic aspects allow
to assess for the real value at stake in a transaction.

Self-defending, self-repairing and self-regu  lating systems

Self-healing is a phrase applied to the process of recovery (generally from
disturbances or attacks), motivated and directed by the software service.
One option for self-defending and self-repairing systems is to find their way
in the inspiration for proactive measures suggested in the previous
subtopic. For self-regulating systems parallel supervision or monitoring
models should work as tracers to evaluate their proper functioning.

Reconciling adaptability with predictability , safety and QoS
guarantees

Predictability refers to the degree that a correct forecast of a system's state
can be made either qualitatively or quantitatively. While traditional real-time
system analysis tends to guarantee that each task instance will complete
its execution before its absolute deadline (hard guarantee), new
approaches should focus on estimates of the probability that it will happen
in a certain context or service ecosystem. Based on security metrics, tools
to evaluate the continuum of the Security and Dependability properties
must be crafted. They will allow for the Users and Stakeholders to touch
and feel the genuine security level.
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4.1.4

4.1.5.

4.1.6.

4.1.7.

4.1.8.

. Social mechanisms: behavioural norms, reputa  tion, networks of

trust, etc.

Any organisation is governed by its people’s customary behaviour and
their norms, and this also holds for virtual organisations or service
constellations. These norms formulate how members in an organisation
behave, execute their responsibilities and co-ordinate their actions. They
represent activities, business rules and constraints within an organisation,
dictating how the organisation runs its operations. Trust is based on a
mutual relationship, usually business based. Semantic mechanisms,
embedded in security mechanisms, should be devised in order to
incorporate these social factors and increase the level of trust.

Conflict resolution

Conflict resolution in service ecosystems appear, for example, when user
entitlements conflict with access/usage control policies, but also when two
different parts of a composed service adhere to or implement a different
security policy. Even in the presence of well defined roles and profiles, a
trusted mediation between services can comprise an approach to conflict
resolution by helping in deciding which party should be trusted upon such
disagreement.

Infrastructure assumptions

These assumptions include standards, protocols, trusted
computing/managed code platforms and others. The reality is that
infrastructure is heterogeneous across operating systems, applications,
system software, and application infrastructure. Some existing applications
are used to run current business processes, SO Ssecure service
infrastructure should reuse the existing parts. SOA with its loosely coupled
nature allows enterprises to plug in new services or upgrade existing
services in a granular fashion. Capacity planning and management- and
process-orientation of "services infrastructure” is another important issue
as a layer that integrates different service environments.

Towards a science of secure systems

Here we include formal models that are able to represent and reason
about security properties of large-scale, dynamic, open systems. By using
formal methods we shall be strongly securing the interface between the
different open systems. This is the “most wanted” weak point at where
vulnerabilities can be revealed. Therefore, securing the interfaces at
design level must be done from inception.

Threat models and vulnerabilities particular to service ecosystems

Service ecosystem security requires understanding of SOA threats and
vulnerabilities. Models must be designed to ensure appropriate use of
services, as well as ongoing governance that would ensure SOA
implementations are fully in compliance with security standards and
policies. Using models such as attack trees can set up a check list to avoid
known threats. Augmenting these models with dynamic techniques to

28/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

expose new vulnerabilities will make them an even more powerful
methodology.

4.1.9. Policy specifications

Service  ecosystems create  unprecedented requirements  for
authentication, authorization, confidentiality, integrity and non-repudiation.
Business transactions often touch multiple intermediaries and end-points,
requiring security appropriate for a multi-hop environment. We require a
flexible approach to defining policies, as the underlying set of services is
not uniform, under direct control or pre-determined. Obtaining object
policies from a trusted location was considered a major factor in unifying
the concept of Trust whether for Users or for Stakeholders.

4.1.10.Data protection

Data protection is a substantial factor to take into account for service
ecosystems because it implies Privacy, Dignity and Sovereignty for both
Users and Stakeholders. This challenge should address specific situation
such as shared data, the introduction of caching capabilities, redundant
copies of the services, data protection at intermediary hops etc.

4.2. Scenario building

4.2.1. Dynamic eHealth Service Ecosystem (DESE)

Type: Medium term 3-5 years

Environment/Setup:

An eHealth scenario was considered with different roles (administrator,
doctor, nurse et al.) using different devices (PDA, PC, or Ambient
Intelligence for hearth monitoring for example) in order to perform different
actions (create, update) on different objects (medical health record). As
opposed to the static services existing today, a dynamic ecosystem can be
set up.

Social or Research Need
Need to cope with high flexibility or dynamic change of context.
Balancing security tradeoffs.
Negotiation aspects (social or technological).
Theoretical framework for combining Security and Privacy
requirements, constraints etc.

Approach
Requirement engineering (not only for Security and Privacy but also
for Trust and Dependability).
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Expressive specification languages (for dynamic contexts,
cryptography and reputation, strong/soft evidence).

Methodologies for composing/harmonizing policies.

Flexible enforcement (in eHealth scenarios, too strict data
protection policy may affect people’s life).

Monitoring.

4.2.2. Model-based Service Integration and Evaluati  on

Type: Medium term 2-5 years

Environment/Setup

Enterprises will increasingly rely on service integration to provide
new services and products to the market. Still, a certain degree of
insecurity will always be involved, and there is a need for effective
techniques to manage it.

Modelling can provide a sound basis for online and offline decisions
about integration, like for example, as required by on demand
service creation, as well as about their evaluation of risk and
feasibility.

Social or Research Need

Tools for modelling and making quantified statements about many
characteristics such as Privacy, Trust and Security, at the level of
module/service and overall service (including network and human
process needs).

Models to include all levels of stack from physical to human or
political stages.

Tools should be able to be used in real-time for negotiating service
synthesis/composition, although current stat-of-the-art is no basis
for decision-making (e.g. investment); therefore there is the need for
more “art” than “science”.

Approach
Specify, verify, validate and synthesise systems by using formal
models whose behaviour can be predicted a priori.

Extend languages with formal semantics compatible with those
modules.

Provide a specific solution for risk assessment as a basis for
decision making.

4.2.3. Secure Universe for Systems

Type: Long term 5-10 years

Environment/Setup
Services are reused on different contexts with different security
criticality.
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Provisioning is done through heterogeneous providers at multiple
levels.

There is a need to adapt both Security and Dependability.

Social or Research Need

Composition of secure and security services, including ubiquitous
federations.

Utility computing to support varying demands in availability.
Trustworthiness / Assurance / Certification.

Significant advances in Trust and Security properties of systems
and services.

Holistic management of security properties.

Approach
Business driven.

Involving risk management.
Security and Dependability models.

New styles of standards focusing on interoperability of
heterogeneous environments.

4.2.4. Combining Infrastructures

Type: Medium term 3-5 years

Environment/Setup
A service infrastructure is considered already deployed.
Company A provides a device which creates another infrastructure.

Consider as an example: I[P infrastructure for car to car
communication or Skype over IP.

Social or Research Need
Impact on QoS.
Impact on Identity management, Privacy and Dignity.

Approach
Clear definition of ecosystem meta characteristics.

Guidelines and regulations about service development, like for
example, infrastructure characterization (list resource, identities or
points of observation) or resource combination (through the
identification of combining rules).

4.2.5. Standardised Identity Content for  Federation between
People/Services or Services/Services

Type: Medium term 3-5 years

Environment/Setup
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4.2.6.

4.2.7.

As more countries join the European Union it is becoming increasingly
easy for citizens to travel from country to country either on a temporary or
permanent basis. As this happens, there is an increasing need to provide
to people, wherever they are, the relevant correct services amongst
different heterogeneous environments.

Social or Research Need
Common description of roles for services and people in order to
allow for electronic Trust.
Investigate current and possible future trends on how different
Organizations make their way in providing services in order to
standardize and secure their interfaces of communication.

Approach
Agree an approach for content semantics. Gather different

organizations as Stakeholders in a normalization process towards
establishing well defined, standardized and secure interfaces for
their inter-transactional purposes having in mind traceability of
people between different federations.

Informed Service Choice

Type: Medium term 3-5 years

Environment/Setup

Given the current levels of support for service discovery based on a
number of comparable factors there is clearly the need for the supply of
this data in an accurate unbiased way. Currently, however, there is a lack
in incentive and infrastructure to supply this.

Social or Research Need
Dynamic service choice beyond the single organisational unit
requires additional information.
The model to supply this depends on context and could be supplied
in a number of different ways.
The “Service Marketplace” concept cannot take hold without
suitable models in place.

Approach
Appropriate  models require context, which in turn require
consultation.

Models could be informal social constructs or regulatory structures.

User-Service Symbiosis

Type: Long term 5-10 years
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Environment/Setup
Users currently are not in a position to express their needs,
requirements, or expectations and obtain a service matching these
to a certain degree.
This applies to service functionality as well as its security properties.

Social or Research Need

Models and tools for users to express their needs by satisfying them
on-the-fly having in mind context-and-self-awareness.

Users to understand system behaviour.

Approach
Convergence of various technologies in a multi-disciplinary and

integrated approach.

Coverage of the awareness continuum (self-awareness and
collective/context awareness).

Behavioural modelling, recognition and management.

4.3. Research topics related to the challenges

4.3.1. Security architecture and models inspired by biology, sociology and
economics

Models and properties of compositions inspired by biology,
sociology and economics.

Exploiting emergent behaviour on how to cope with context
evolution maintaining Security as a continuum property.

Focus on usage control rather than simply on access control.
Cost-effective Security, tolerance and resilience having in mind
costs, tradeoffs, social risks and indirect consequences.
Cooperative and collaborative aspects of Security.

“Community dynamics” in formal models for Trust and Reputation
User-centric Security perspective fitting into User behaviour, social
norms and workflow.

Threat models resulting from emergent properties of service
composition.

4.3.2. Self-defending, self-repairing and self-regu  lating systems

Autonomic properties of compositions of heterogeneous systems
across administrative domain boundaries.

Self recovering systems considering resilience supported by fault
and intrusion tolerance.

Intrusion tolerance in a design for managed failure and exploiting
emergent behaviour to recover from successful attacks.
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4.3.3. Reconciling adaptability with predictability , safety and QoS
guarantees

Adaptable security to context balancing the tradeoffs between
availability, protection and usability.
Research for metrics in adaptability and QoS.

Security architecture and process models — how to provide
distributed multi-level mechanisms for security, having trade-off in
mind.

4.3.4. How to reliably associate a service to its T rust, Security and
Functionality characteristics in the absence of a C entral Authority.

Behavioural recognition for Security to increase proactive
measures.

Networks of Trust with data semantic (as an option) applied in their
relationships.

Social mechanisms focusing mainly on Citizen’s Education and
Empowerment.

Social mechanisms on letting the Users changing the way they use
systems.

4.3.5. Conflict resolution

Conflict resolution across administrative domain boundaries.
Conflict resolution in face of obtaining different rules of resolution.
Conflict resolution as part of the negotiating/contractual process.

4.3.6. Infrastructure assumptions

Creation of an open framework for secure service ecosystems.
Trusted Computing infrastructures in relation to regulation to what
concerns Trust enforcement.

Explicit quantitative definition for Trustworthiness.

QoS for a secure universe of services — tools to characterize QoS.
Tools to allow the Stakeholder to “touch” and “feel” security.
User-friendly front-ends for policy inspection, formulation and
validation.

Trust models of properties and measures with function for formal
representation, quantification, combination and evaluation.
Integrated modelling analysis of Security and Trust for services.

4.3.7. Towards a science of secure systems

Ontology mapping for cross domain reasoning in a security oriented
perspective.

Formal languages for Security/Trust requirements and policies
specification.

Methodologies and tools for risk analysis and management,
integrated in software engineering life cycle.
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Formal techniques for Security and Trust analysis that can cope
with *“attack tolerance measures” in connection with risk
management.

Security Engineering — from requirements to implementation and
monitoring.

Creation of a Science of Secure Systems (-of-Systems) with formal
methods, models and evaluation of Security properties.

4.3.8. Threat models and vulnerabilities particular to service ecosystems

Threat models resulting from emergent properties of service
composition

Model-based metrics to compute quantitative aspects on processes
and services to support on/offline decision in face of integration risk.

4.3.9. Policy specifications

Ontology mapping for cross domain reasoning in a security oriented
perspective.

Business-driven policies for service ecosystems and their
enforcement.

Policy and Risk management.

Policies for a secure universe of services — tools to design and
combine policy Ontologies.

Design of a flexible, expressive, declarative policy language that
may inspire new standards.

Global policy specifications not only for people but also for services.
Business-driven policies for service ecosystems and their
enforcement.

4.3.10.Data protection

Protecting and managing shared data in composed services
(preserving Privacy and Integrity).

Global data protection policies.

Protecting shared data from inference or unwanted exploitation.

4.4. Extraction of results

From the previous section, the following nine titles were considered for the key
categories encompassing the various security research topics and challenges
previously identified. The names are for themselves explanatory and can be viewed
as the motivation for the crucial/central aspects of study in Research for Secure
Service Ecosystems.

TRUST MANAGEMENT
TRUSTED COMPUTING AND TRUSTWORTHINESS
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FORMAL LANGUAGE AND SEMANTIC MODELS FOR SECURITY-
TRUST REQUIREMENTS AND POLICIES DEFINITION

USAGE CONTROL IN COMPOSITE SERVICES

POLICY INTEGRATION AND CONFLICT RESOLUTION

ADAPTIVE SECURITY

RISK MANAGEMENT-AND-METRICS

SECURITY ENGINEERING

USERS AND COLLABORATIVE SECURITY

4.5. Prioritisation of challenges and mapping to sc enarios

After evaluating the scenarios it was considered that they are all supported in an
integration and sharing framework of different services and parties located in an
open environment where the following characteristics are met:

involving dynamic collaboration and process integration;
involving sharing of information from different authorities;
involving multiplicity and heterogeneity of entities and security specifications.

This framework may, therefore, be sustained in a possible mobile/dynamic
environment, like for example, car to car or telemedicine infrastructures.

4.5.1. Mapping to scenarios

The assessment process of mapping challenges to scenarios yielded the
following research needs:

standardisation of well defined and secure communication
interfaces;

provision of approaches to dynamic interaction;

combination and merging of different specifications;

capacity for negotiating policies (on/offline);

ability to resolve policy conflicts;

express and manage trust;

ensure protection of information (privacy) after release;

usage and dissemination control;

enable users to express their needs and understand service
behaviour and information protection.

The following topics were then gathered for a roundtable:

a Security Engineering Discipline including an open and
experimental framework;

Users’ education, awareness, and empowering;

formal languages and semantic models;
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policy integration and conflict resolutions;
usage control and data protection;

risk management and measurement;
trust management, including reputation;
trusted computing and trustworthiness;
adaptive security.

4.6. Conclusions and recommendations

4.6.1. Conclusions

Secure Service Ecosystems are and will be connected by a multitude of
heterogeneous architectures in an open environment. Besides a need for
standardising well defined communication interfaces, there is also a need
for cross-disciplinary expertise, ranging from cryptography and computer
security through hardware tamper-resistance and formal methods to
knowledge of applied psychology, organizational and audit methods and
the law. The birth of security engineering as a discipline is facing some
problems such as lack of taxonomy, common understanding and formal
methods. While software engineering is about ensuring that certain things
happen and it is based on use cases, security engineering is about
ensuring that certain things don’t happen, so it is more focused on “misuse
cases”. However, lessons from software engineering and past security
practises should be incorporated.

System engineering skills, from business process analysis through
software engineering to evaluation and testing, are also important; but they
are not sufficient, as they deal only with error and mischance rather than
malice.

Interfaces should be properly secured at design level since they represent
a main attack target for Security and Dependability during the
interoperability process. Finding the desired service using awareness,
behavioural modelling or pattern recognition techniques is one of the
Users’ highest expectations as well as being able to express their needs or
requirements about the service itself.

Most current work on security policy concentrates only on natural
language and on authorisation policy, which is essentially passive in that it
is checked only when an operation is invoked to determine whether the
operation should be permitted or forbidden. The adaptive and dynamic
aspects of security policy, which define actions to be performed when
events in secure service ecosystems, such as security violations are
detected, should follow clear "formal" specification of security policy. This
is needed and must cover obligation policy (who is responsible for
performing actions related to management and enforcement of security) as
well as authorisation policy (what operations a subject is permitted to
perform on a resource). In order for two organizations to share services
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and collaborate their policies have to be negotiated and conflicts resolved.
Again, a formal framework and model representation for security policies is
needed. An efficient conflict resolution and reconciliation algorithm is also
needed.

Business approaches to the management of authentication, authorization,
and accountability is dictated largely by its view of the trust relationships
that exist among customers, employees, and partners. The effects these
relationships have on the security of service ecosystems and the relative
importance of context and stakeholders perspectives should be
considered when designing security mechanisms.

The service application design introduces decisions to be made about
infrastructure- versus application-managed security. The security
constraints and conditions are attached to the implementation artefacts.
The time for deciding whether to let the infrastructure handle security, or
codify security in the application, is during the implementation phase when
information about the possible use of service is maybe not available.
Predictability and adaptability are important aspects that have to be
investigated as well as mechanism that allow flexible configurations.

Web services don't have a clear notion of a security perimeter; message
may have to hop through various intermediaries, etc. This brings new
risks which traditional risk assessment and risk management
methodologies cannot handle.

The Trusted Computing program seeks to establish a sound scientific
foundation and technological basis for managing privacy and security in a
world linked through computing and communication technology. However,
the research is necessary to define methods for assessing the
trustworthiness of dynamic components and behaviour in the systems.
Due to the advent of Trusted Computing, there must be a proper
mechanism (Trust management) to regulate ethics on Trust enforcement.

Citizens, or Users in general, must be empowered to recognise suitable
and generic properties conveying the desired level of Security and
Dependability. We should identify situations in which security intuitively
follows from simple user point of view, and discover useful and convenient
user-interaction primitives that enable users to manage their services and
service ecosystems securely.
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5. Stream C — Stakeholder expectations

5.1. Introduction

Stream C focused on stakeholders expectations, where the stakeholder is not only
the end-user or ‘customer’ of the future software and services who require Trust,
Security and Dependability (TSD), but also the provider of software and services, the
communications provider, the network operator and all those involved in delivering
and supporting the envisaged environment. The approach involves revisiting,
harmonising, changing and/or replacing the various approaches in use today.
Stream C provided a venue for examining these important topics with the relevant
players involved.

Stream C had a broad range of participants including industry (IT vendors and
financial services industry, large and SME), academia, and government.

Stream C followed the “Brainwriting” methodology in order to maximise the gathering
of data in a parallel manner. Specifically, this meant identifying and discussing
scenarios to later ground the discussion on security topics. Once these were agreed,
we went through exercises to develop “security challenges” partially driven by the
pre-chosen subtopics, although the participants were given the opportunity and
eventually added new topics of preference. Subsequently, the stream broke into
smaller groups and went through a prioritization exercise and by mapping and
relating back to the original scenarios produced a synthesized summary of the
suggested challenges.

The smaller groups were formed based upon the grouping of the chosen challenges
into four main topic areas. These four main areas included:-

Measurement and Monitoring

Commonality of Language when describing TSD
Responsibility and Accountability

Risk Management approach for security and dependability.

The remainder of this stream C report section describes and documents all the
findings. It starts with the synthesized challenges, and uses the scenarios to provide
a grounded and contextualised version of the challenges. For completeness, we then
include output from each of the phases, i.e. the original scenarios, suggestions and
challenges arranged by subtopic, and a wider description of the prioritization
challenges.

Co-chairs: Jim Clarke and Simon Schiu
Rapporteur: Zeta Dooly

39/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

5.2. Challenges of Stakeholders Expectations

Based on the ICT services stakeholders perspective, the group took as input the
large number of challenges from the brainwriting sessions and prioritised and further
developed key trust, security and dependability (TSD) challenges under the following
headings:

To effectively measure and monitor security

To create common language/understanding for security discussions between
stakeholders

To ensure appropriate accountability and responsibility for all stakeholders

To create methodology and tools for effective risk management.

5.2.1. Effective measurement and monitoring of Secu rity.

The first key challenge detailed by Stream C was the incorporation of all of
the elements necessary to effectively measure and monitor security.
Secure metric and monitoring protocols for grid and complex systems are
necessary for the definition and establishment of standards and
certifications in security that will allow the real evaluation of security, the
comparison between different systems and the definition of tools such as
Balance Score Cards (BSC). Metrics are also a key element in the
establishment of a security language that enables stakeholders to gain a
common understanding.This challenge is critical for the following reasons:

Measuring security is difficult to begin with even in current static
mode because you rely on the system changes. With the SOA
architecture, it will be even more difficult due to the complex
adaptation required.While the business objectives (reliance on IT)
are continually changing, there is a need to continuously track during
these changes to ensure that the security of the systems remains
appropriate at all times.

There needs to be real time adaptation of monitoring.

It is crucial to have proper metrics to monitor security of systems
when moving towards the Virtual Organisation (VO) environment,
which cause significant implications for Trust, Security and
dependability.

5.2.2. Taxonomy or Common Language for TSD.

The second challenge identified in Stream C was the prevalence of
misunderstandings due to the lack of a taxonomy or common language
amongst the various stakeholders involved. It was the findings of stream A
that these terms, definitions, processes, etc. should be detailed in strategic
plans all the way from business requirements to the IT requirements to the
security requirements in a mutually understandable language, which is
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5.2.3.

5.2.4.

difficult to achieve especially in an SOA environment. This is very
important for the following reasons:

This will enable an abstraction layer of what is required to meet
these business requirements without the need for the users to know
the ‘plumbing’ of the security mechanisms required. Therefore, the
community involved in providing the trust, security and
dependability in SOA must be able to meet the business level
abstractions in order for it to be feasible.

There is a need to link all of this to awareness, costs and
regulations. A common language between the business level, IT
manager and security manager is required.

Accountability and Responsibility.

This challenge focused on the need for accountability and responsibility
boundaries to be clearly defined, particularly, in relation to risk mitigation in
a complex environment. This challenge is critical for the following
reasons:

Accommodating new and emerging business and IT models where
multi-faceted stakeholder responsibilities are evident add to the
complexity of accountability.

A requirement for new security models has emerged that assure
trust, security and communication between organizations in a
dynamic distributed social network. It is necessary to determine
levels of trust that can be evaluated.

Legal model (not just liability specific) must be defined to give trust
to the end-consumer.

Accountability and responsibility for incident reporting and fixing
need to be considered and a code of conduct established.

Effective Risk Management approach to TSD.

A fourth challenge for Stream C was an effective Risk Management
approach to trust, security and dependability. Effective risk management
has emerged as one of the leading accepted approaches for establishing
and maintaining a secured environment, however many of the models and
concepts are not adaptable to the future dynamic environment. This is very
important for the following reasons:

 There is a need to create a common understanding, methods and
tools in order to avoid misconceptions and ambiguity, which may
emerge between disciplines.

* The harmonization of laws and regulations with a process to adapt
quickly to an evolving environment will enable effective risk
management.
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» Security measurements need to be established using quantifiable
metrics for large-scale open heterogeneous systems supporting
dispersed business processes.

* Business perspectives and common terminology is required in
relation to risk V cost e.g. methodologies and tools.

* Analyzing dependencies between governance security (process)
and IT security (safeguards) is necessary to clearly establish risk
measures.

5.3. Scenario building

In Stream C, a number of key scenarios were elicited from the participants using the
brainwriting method.
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5.3.1. SCENARIO 1: Company not having knowledge and  tools for
Security.

Problem — XXd — doesn’t have
knowledge and tools to
determine appropriate level of
security for company XXd.

Whoever is responsible for
security (System owner) is liable
and needs some assurance that
they have made right choices in

relation to security.
Satisfying multiple
stakeholders
external bodies

IT mgrs/ Business mgs Quantified metrics

Regulators Technical requirement

Auditors/Government Social science (integration of
Achieving certification

Identify new areas to solve
this problem — can
research address this

e.g. framework
Models

Org A
Processes, best practices &
technical requirements e.g.
confidential info across internet
needs to be protected with
encryption
Partitioning between tiers
Analyse all inactive

Large organisation (XXd)

Org B C{!ri_ent/— Risk

o officer/system owner
geg.'tf ication ¥~ - assess risk

udrtors Determines what is
important and rating of

Org C that using input from
Service provider Org A, Org B, Org C
(outsourcing IT

company or multiple)
that supports SOA

Challenges of this scenario:

- How do you determine the correct or appropriate metrics to use?
Unifying governance lifecycle — an end-to-end solution/integration
matching organisational process to technical IT security activities and
design
Risk and assurance lifecycle when move from a monolithic IT
environment that you control to activities outside/federated group of
services that you don’t control
Issue of cost and priorities (cost benefit analysis)
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There is a real need for clarity in understanding the risk and how
security services and mechanisms mitigate the risk from the system
owners perspective.

5.3.2. SCENARIO 2: Accelerating business growth by  fostering secure,
trustworthy, dependable software and services

Type: Medium Term 3-5 year
and Long Term 5-10 year

Environment / Setup

Secure, interoperating (distributed) services across all networks with citizen
empowerment in terms of being able to constantly execute interoperable
services using the preferences of the users (giving control to the user) in
terms of identity management ranging from Anonymous pseudonym full
transparency.

Social or Research Need
Tools and methods to automatically monitor and determine the
service  chain/networks/hierarchy/mesh  of web  services
environment.
Monitoring, logging and forensics are required as an option if
desired whilst maintaining integrity. This will be distributed over
many countries, enterprises, governments, users. Therefore, the
integrity must be maintained throughout.
The services must be secure and trustworthy.
Dependability — availability must be maintained because of the
diffraction of the value chain (split up in pieces).
Credentials of the users must be maintained securely in the
network.
Some example areas: Health data — if not accessible because the
network is down, Energy — financial stability.

Approach
Requirements definition for logs and services chain standards

(availability, security, trust, integrity, dignity, citizen values, etc.).
This must include clear benefits to the EU economy over US and
Asia if we push our standards to the world economy.
Requirements definition for all stakeholders including citizens.

5.3.3. SCENARIO 3: Dependability in the National/In  ternational Financial
industry.

Type: Medium Term 3-5 year
Long Term 5-10 year
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Environment / Setup

National/International Financial industry — dependability.

Based on the reports from the e.g. Bank of England and recent experiences
e.g 9/11, the dependability of the financial sector (national/International) is
high and fully dependant on the infrastructure.

Social or Research Need

There is a need for an approved and mutually shared or agreed
methodology for developing the requirements of a dependability scenario
and to support its maintaining and testing in a consistent and coherent way.
The tool should also address the minimal security and trust requirements in
the event of a National and/or international crisis.

Approach
The reality shows that there is no consistent standard/methodology on how

to develop such a scenario and to be sure to have addressed the
necessary components. Research should address this gap and come up
with:

Standards

Frameworks (e.g. CIIP (CIIRCO) (3-5 years)

Tools to create, maintain and test (> 5 years)

Security and trust requirements (3-5 years)

This would involve both the organizations first and then the infrastructure
people. Therefore, it is very ambitious and would probably be an IP
(Integrated project level project).

If addressed at least on EU scale, this initiative would ensure a minimal
level of a secure and trustworthy dependability in the event of a crisis.

5.4. Research topics related to the challenges/Extr  action of
Results

This section describes the agreed research challenges as these emerged from the
brainwriting and subsequent voting and discussion session with all the participants of
this stream. The challenges labelled High priority challenges were those that the
stream members selected for mini-presentation, further elaboration and discussion
amongst the other members of the stream. The challenges labelled Medium-low
priority were those that members included in the brainwriting session sheets but
were not selected for further presentation and discussion.

5.4.1. European specific legal & regulatory perspec tive (data protection,
privacy, PET, Openness, DRM, others)

This sub topic is dealing with issues related to the EU specific legal and
regulatory perspective, for example data protection, privacy, privacy
enhancing technologies (PET), Openness, DRM, and others.
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High priority challenges:

European standards for security information and communication and
for actions

European standards Vs National regulations

Harmonisation of those differing regulations. EU specific legal and
regulatory perspective.

-Harmonisation within EU is the first step

-Use existing quality standards first, identify new ones only when
needed (Already moving in this direction with Biometrics)

-Security solutions for large-scale open heterogeneous systems
-Security measurements

-Security negotiations

-Harmonisations of different policies

-Security assurances for the entire life of data

Creating mutually agreed security standards and tools to implement
and audit.

Medium-low priority challenges:

Models to allow integration and automation of compliance and
assurance

Need to take into consideration that we don’'t add delays to a very last
changing environment, which also triggers rapid obsolescence.

One problem is multiple trust sources at country and European level.
ICT based services lack a framework of regulation that determines
recommended or mandatory security requirements from a given
service.

A unified and trusted Europe is required if we want to move ahead.
The European specific TSD should be compatible and harmonised with
other international laws and regulations so that collaboration initiatives
across Atlantic and with Asia-pacific could be made without significant
barriers.

Consolidation of requirements

Must involve all players together in a project/process to determine all
requirements and get buy-in from all parties.

Profile development for transport to EU members and stakeholders and
outside members.

Diversity of legalities, consequences and ownership of weak security
Create certification bodies.

5.4.2. Adaptive Security Policies (reliability, res ilience, dependability,
predictability)

This subtopic is dealing with challenges related to development of adaptive
security policies to enable reliability, resilience, dependability and
predictability.
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High priority challenges:

Dynamic balanced security scorecards. Security metric based and
evolving balanced scorecard based on an intelligent grid computing
system

Metrics need to be defined to be part of the Balance Score Card (BSC)
Tools to check compliance to policy

Adaptive means, changing tools, changing policies and changing trust
levels

Metrics. Certification of security /trust implementations based on
qualitative and quantitative metrics. Metrics to be standardised and
harmonised at least on EU scale. Transition from preventing to
monitoring in real-time is required.

Policy implementation must scale up to millions of users, self service
required but GUI adapted to the user skills. Services should adapt their
access to the users in a multi-disciplinary way to guarantee security
even if the user is not an expert. Scalability required.

Medium-low priority challenges:

Require server and client infrastructure to have sufficient properties to
ensure enforcement and audit.

Identify a basic level before adaptive security policies can be evoked.
Security policies need to be driven from formal security requirements so
that security rationale can be deduced.

IT requirements and security requirements need to evolve together.
Formal language for security requirements is required.

Security requirement to be driven by the business value of its data and
adapted to the context of a user requesting access.

Adaptive automated audit is required if we envisage policy to be more
than configuration.

Identification of policies, roles and types

S3MS demonstrations were good examples of mobile services policy
usage. Next stage to include management level abstraction layer so
user does not need to know the underlying details for policy
specifications.

5.4.3. Behaviour monitoring and Incident handling.

This subtopic is dealing with challenges related to the stakeholders
behaviour monitoring and incident handling aspects.

High priority challenges:

With more parties involved, responsibility for incidents will be blurred.
An example of this was discussed - South west airline not having to
take responsibility for lost luggage. On a multi-legged airline journey
from Las Vegas to Los Angeles to Dublin, bags lost on Las Vegas-LA
leg but even though responsibility was eventually found to be SW

47177



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

airline for lost bag, the passenger did not receive the bags due to other
operator inadequacies in reporting their systems findings. In the end,
no one took responsibility for expenditure on new clothes even though
bags did not arrive for over a week.

Secure monitoring protocol-based on trust, logs and alarms, time
monitoring. Logging Management system, life -reconfiguration,
intelligent recovery, learning architectures is required.

System interface adapted to the users (from naive to expert). Trust in
the society will be defined by the "alert news' and that will be produced
in the weakest element of the chain: the less empowered user. Special
attention must be paid to them.

Meta language for incidents. Integrating incidents and actual situation
parameters introduce (online) risk management.

Medium-low priority challenges:

Very specialised skill base - assess if it requires training of existing
staff or/ and recruitment of new staff

Mix automation of healing with decision support for incident handling (it
should not all be automated)

including geographic location based authentication

Privacy could be affected and may need to be considered initially.
Separation of duties applied to monitoring and management

Crisis procedures - based on mutually agreed frameworks and
supported by tools (create, maintain). Blackboxing of all necessary
interfaces to achieve transparency.

Identity management applied to monitoring and system management
Reactive, high overhead to install honey pots and IDS and continuously
monitor.

Integrating incident management with risk mgt

5.4.4. Certification & standards (service, operatio  nal, interface, encryption)

This subtopic is highlighting challenges related to certification, processes
and standards for the stakeholder aspects of software and services. For
example, service composition, operational aspects, interfaces and
encryption techniques.

High priority challenges:

Security measurement in order to manage security: one has to know its
quantitative values. We need to develop 'quantifiable metrics' for
security services so that not only security assurances can be made but
also that security management can be adequately handled.
Auto-metric auditing tools for standards implementation

If different certification standards exist in different EU countries, it is
difficult to benchmark certification and standards. How do we get to a
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place where we can benchmark between the security effectiveness of
various services across all EU countries?

Medium-low priority challenges:

European ID card for all Europeans

Authentication certificate or a smart card at a EU level or somewhere in
the relevant data vault

How does this play with ambient intelligence world of 2010+ i.e. more
localised data authentication required

New and fast procedures to establish new standards.

Correlating security governance to IT security in risk management
(RM).

ISO 17999 + 20001 can help for certification

Integration of standards recommendations into the usual software
available for companies work ERP, CRM

Creating sector specific standards

5.4.5. Separation of security functions

This subtopic is highlighting the challenges related to the separation of
security functions as “modules” carrying out necessary functionality to
provide elements of trust, security and dependability.

High priority challenges:

Perimeter security based on personal security information. Personal
and public multi-level security with separation of security functions and
more security pushed from perimeter security towards in-depth
security.

Medium-low priority challenges:

Should security be embedded in application design requirements,
development and testing or a plug-in need to cater for all options?
In-depth security based on public mobile devices

May need to consider if separation makes it too difficult for SMEs and
citizens?

Lifecycle of security functions and understanding their 'modularity’ e.g.
identity provisioning may take days to get authorisations whereas
digital signing may be transactional.

How does this impact on users knowledge of security functions. How
do we raise awareness?

5.4.6. Quantitative Risk Assessment, Awareness, Tru st & Training, Cost
vs. benefits across all 3 perspectives-citizen, ind ustry, regulatory
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This subtopic is dealing with challenges related to the risk management
approach to security, including quantitative risk assessment, raising
awareness, the relationships between trust and training, costs vs. benefits
across all three perspectives: Citizen, industry and regulatory.

High priority challenges:

Business driven security policies.

Integrating penetration tests with risk management.

Safeguard IT with risk simulation. Safeguard what-if cost simulation
quantitative risk assessment needs standards and tools

Defining a risk management interface to explore risk status

Taxonomy based security language, language evolution, security roles
and standards.

How do we clearly identify and share responsibility for a risk that cuts
across a service boundary?

Medium-low priority challenges:

Methods and tools required to identify complex threats

Awareness of the business people regarding the level of security of the
information they are using

Awareness of their dependency on IT people

Identification of complex scenarios and threats

Everyone is prepared to pay for security provided the security set-up is
really trustworthy and not broken after 2 months, do we need to assess
this further?

Defining minimising set for security which has to be applied without
ROSI consideration [Return on Security Investment]

Positive language for security. Enough of “what will happen if you do
not do security?”, more of “what will | gain if | do security?”

Defining a framework for dependability and reliability of web services
as classification. Rules for cascading services (also in terms of its
classification).

Unifying different cultures of business, finance, audit, security. IT to
deal with security well.

Risk assessment across all layers very important- users play a role in
defining their criteria ahead of time.

5.4.7. Multi-level security — client side of virtua  lisation

This subtopic is dealing with the integration of the client side security with
the multiple underlying levels of the systems as well as with the challenges
associated with virtualisation from the client side perspective.

High priority challenges:

A solution for secure virtual clients is required.

50/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

Shared responsibility between OS and application provider to create
secure virtual client.

Systems need more and more multi-level security as grid and
virtualisation arrive.

Medium-low priority challenges:

More trusted clients and service providers to create more secure
solutions e.g. banking, content sharing

High requirement for transparency and possibility for resolution of
trusted links

Identification of threats versus integrated practical solutions
Security gets closer to the person who uses services and away from
the services itself.

Crisis procedures through multi-level security networks

How do we keep clients simple enough for consumers /citizens?
Need to consider what weighting do citizens give to security.

5.4.8. Security service level management & metrics, eNegotiation, dynamic
contract models

This subtopic is highlighting the challenges associated with security service
level management and metrics, including eNegotiation and dynamic
contract models and others.

High priority challenges:

How to measure requirements for security, e.g. how does the CIO ask
or tell the CISO what he wants and expects?
Identify metrics for Security SLA levels.

Medium-low priority challenges:

Severity of penalties and cost of penalty Versus cost of implementation ;
we will always have cowboys

E-negotiation should 'explicitly’ cover the 'security negotiation' too. This
means the various entities should be able to 'negotiate’ the terms of
security before entering into the interaction phase.

Complete security should consider insurance

Dynamic combined models have a huge requirement for setting up
under different business models where x persons contribute.

Define a set of standard services and prices

Need for standard security levels and for different levels of SLA
Standard service classes - which are harmonised and accepted
throughout wider markets (EU, US, APAC)

Where is liability and across EU potentially different
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5.4.9. Security evolution (training/awareness)

This subtopic is dealing with challenges associated with the evolution of
security and the requirements associated with this from the stakeholders
perspective, including training and raising of awareness.

High priority challenges:

Do SMEs and citizens have time for training /awareness? How do they

get incentives for this? Significant need for education and awareness at
all levels: business, IT and security people and users.

We need to be more positive in our language. Terminology for security

should be assessed. If SMEs see their interest in security, they may go
for it.

Medium-low priority challenges:

In-depth and perimeter security

The perimeter is the world (think of PDA, blackberry devices)

Risk indicator for situational awareness in almost all systems including
new risks and new preventive measures

Security is also a business problem and not only a technical one, need
to understand economics. Security ROI

Besides making the process of dissemination more pervasive there is
the need of addressing the usability issue in security so that ordinary
users (with no technical background) may easily use security services
in their e-life.

Policy enforcement is required - policies just on paper mean nothing
Services should adapt their access to the users in a multi-disciplinary
way to guarantee security even if the user is not an expert

5.4.10.Ownership and operational issues

This subtopic is dealing with the challenges associated with ownership
and rights management and operational issues with respect to the various
stakeholders.

High priority challenges:

Trust aspects and levels to determine trust between organisations.
How do we determine trust between organisations - especially in SOA
environment?

Data ownership is complex, people can be responsible for data, have
fiduciary duties, ability to control and divulge stewardship all of which
are nuances on ownership.

The stakeholders may not require to know what is running over their
machines but they need to be assured that no unwanted activity is
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happening there. This requires a more refined approach toward trust
management.

Define risk ownership model with business security partnership.
Security requirements should be business driven according to the
value of the information.

Medium-low priority challenges:

Accountability. Governance is hard but with federated services and
control, more structure will be needed

Digital rights management

Long time data storage management

Formal evolution management. Old data disappears because new
devices are not able to read them

Policy - work for coupling web services (classification in country,
security class, reliability and dependability index).

Identify accountability requirements

Potential need to establish in each organisation a 'system owner" for
each information system/business application who among other things
is responsible for establishing security requirements.

5.4.11.Security at the application level
High priority challenges:

Grids should be able to provide concrete assurances of their security
services e.g. a grid may claim that its infrastructure provides 80%
security to its members. We need to develop metrics and mechanisms
to attain this vision of 'security measurements'.

Medium-low priority challenges:

Impact on users/views and expectations. Will they be able to manage
all the required knowledge about the functions of security for their
applications and services.

Requirement towards finding rules to restrict monitoring and evaluation
to guarantee personal integrity (citizen rights)

Define containers for having this confidential data of citizen access
protected

User desktop, security failures: we know how to secure servers,
communication, network, identity and authenticate users but what
about the users computer?

Maybe we need adaptable generic security solution that can be applied
to diverse systems such as SCADA with appropriate modifications in
the settings.

Currently, security is done mainly on the network (firewall, IDS etc.),
sometimes at the OS level, almost never at the application level. How

53/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

to strike a balance and build an equilibrium and how to manage it
consistently throughout all levels of the architecture.

This is where the concept of virtualisation comes into play presumably.
How best to involve the users in virtualisation is crucial to the success.
It is sometimes difficult to accomplish this e.g. time problems, costs
involved, knowledge etc.

Strong need for establishing best practice approaches for information
security.

5.4.12.Large-scale open heterogeneous systems

Security architecture model systems
Global security (physical, logical, airport, harbour, borders)

5.5. Prioritisation and mapping to scenarios

In the final session of Stream C, the groups spent time drawing aspects from the
selected scenarios in order to ground and illustrate where these challenges will apply
and why they are so important. This section describes the results of this session.

The first scenario involved the processes required from going from the business
requirement to the deployed security solution. It is well known that in today’s world,
there are a lot of people and processes required to be carried out in order to move
from business requirement to the deployed solution.

An Example of this scenario:
Business requirement - Tom Smith only will be able to access the services.
Technical solution - x509 certificate is used for your requirement.

For the future environment, the following challenges must be met:
the languages/processes should be in place to enable the shared
understanding more efficiently and the technology in place to fulfill the
business requirement.
Moreover, now the business model and IT environment has changed, the
metrics need to be revised, and monitoring changed and added.
The metrics are well understood and instrumentation in the infrastructure is in
place to allow automated adaptation.

A second scenario involved a company that doesn’t have the knowledge and tools to
determine appropriate levels of security needed:
« Whoever is responsible for security (System owner) is liable and needs some
assurance that they have made right choices in relation to security.
— Satisfying multiple stakeholders
— external bodies
— IT managers/ Business managers
— Regulators
— Auditors/Government
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— Achieving certification
« E.g. Company X takes on new responsibilities that include a portfolio
management system/application that need to be secured (new SOA). There is
a disconnect between business/IT departments
* Needs input from multiple sources on probability of threats
» Potential solutions and safeguards.

The Stream C participants found it very useful to consider these scenarios when
identifying the research challenges to alleviate some of the problems identified in the
scenarios.

5.6. Conclusions and recommendations

A typical SME will not have a specialist ICT security office. Therefore, when they
proceed to procure a portfolio management service from the ICT service eco-system,
they will be faced with a number of problems.

We assume a business and/or system owner would take responsibility for the risks
involved in using the service. However, unless there is a clear model of
accountability for the different kinds of failures, they will have a hard time
establishing who they need to pin down on which points. For example, if a service
provider fails to retrieve data because of problems in software that another service or
infrastructure provider was relying on, where will this leave the customer?

In the workshop, a distinction was drawn between security that can be offered as a
service such as identity management, or encryption/key management, and security
pertaining to expected behaviour of the environment (realized through secure code
and infrastructure protection). The business person will have a hard time translating
their business risk concerns into security attributes that fall into these different
camps.

Thirdly, if they have common language for discussing security requirements, they will
still have a very hard time establishing how much and what type of security is
required. For example, they will need to make judgments on whether to protect data
at rest in the environment, whether they should care about subversion of processes,
how much attention to pay to robustness of the infrastructure security and so on.

Finally, even if they can successfully perform all this due diligence, they will need to
be assured that the security they think has been put in place is indeed working
effectively. This security has to be maintained while the service eco-system is
changed both for maintenance and changing service requirements.

Therefore, if the challenges are satisfactorily met, from the stakeholders perspective,
we are envisioning a world where a business/system manager from an SME is
trained to describe their security requirements in a way that fits precisely their
concerns, it will be comprehensible and actionable by the service providers they
negotiate with. It will also be clear how they need to satisfy different stakeholders
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(regulators, auditors, and governments), who will be responsible for the various
failures, and how sufferers will be compensated. Even though the customer is not an
expert, there will be risk services available that will be able to advise on an
appropriate portfolio of security offerings and expectations. Finally, they will be
presented with a meaningful real-time record of security relevant information that
shows either their environment under control, or what problems there are, what
impact it may have, remediation suggestions, and who to hold to account.
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6. Workshop Summary

The workshop resulted in a number of recommendations for concentration of future
research, in the realm of the three main topics investigated in the working sessions:

- Secure Applications & Security Services
- Secure Service Ecosystems
- Stakeholder Expectations

Although addressed separately, the different working groups found common themes of

research requirements. The following is a list of the main themes identified.

Security must be an integral part of the design of all systems, according to

the security requirements of the given application or service.

The perimeter that once served as a boundary for containment of the
security domain is fading with the move toward distributed and
orchestrated services. This presents a new challenge to the provision

and management of security.

Trustworthiness is seen as a useful and widely required concept, but

which at the same time requires further investigation and elaboration.

Common languages are needed to express security requirements,
properties and patterns to allow for their efficient communication among

the involved stakeholders in their definition and implementation.

End-user oriented languages are required to allow common users without
the security expertise to proficiently communicate their needs to service

and consulting providers.

Companies will demand security control panels which will help to
efficiently manage and monitor the security of their enterprises and their

interactions with other companies.

The emerging discipline of security engineering is seen as needing
development to contribute to systems and services improvements in

security.

Security policies need to evolve into a new generation that will make them
dynamic and adaptive to the distributed and changing environments which

will support the applications and services in the near future.

Security technologies must adapt as well to the dynamic environments to
be efficient and effective. Reconfigurability technology of security solutions

is currently in its early stages and will require new advances.
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7. ANNEX

7.1. ANNEX I. Keynote Speeches

Welcome, Workshop Objectives and Format

James Clarke
Waterford Institute of Technology
General Chair of Workshop

The title of the workshop highlights the overall purpose of the workshop: Joint
Workshop on Software and Services, Security and Dep  endability . The
Workshop objective is, thus, ‘to identify the key European challenges and
priorities in the fields of trust, security and dep endability in the software and
services environments for related, contributory, an d dependent areas’  within:
medium term (2-5 years) and longer term (5-10 years).

Therefore, the main goal of this Workshop was to gather the experts to elaborate
and discuss the challenges and priorities that must be addressed by the Software
and Services and Security and Dependability communities in both the medium and
long term as part of FP7. The outputs of the workshop can directly contribute to the
development of the strategy and roadmap for future European R&D in the field of
security and dependability. The workshop schedule was designed over two days to
allow for real in-depth working discussions and debate about where European R&D
in the field of ICT for Trust, Security and Dependability within emerging Software and
Services environments should be heading — what really matters, what are the
priorities, and what needs to be done specifically as European R&D in this area.

A significant amount of planning work has been carried out by the Workshop
Programme Committee (PC) to ensure that the two day workshop would be
comprehensive, work oriented, and, most importantly, results oriented that would
lead to a quick turnaround of results.

The European Commission, keynote speakers and demonstrations were chosen to
set the scene and inspire participants to become fully involved in parallel working
groups for discussion, debate and consensus as to where European Trust, Security
and dependability research should be heading in the next 5-10 years specifically in
relation to Software and Services initiatives.

Mr. Clarke concluded with an overview of the timeline and format of the workshop
and wished everyone a successful and meaningful two days.
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ESFORS and NESSI overview

Aljosa Pasic
Atos Origin

Together with the NESSI Technology Platform, ESFORS coordination action is
bringing together different EU stakeholders from software engineering and IT
security domains, with an objective to provide a unified view for European research
iIn Secure Services Architectures and Software Infrastructures.

The service centric ICT is changing the way infrastructure and applications will be
managed and delivered, and, as such, is the main focus for security considerations
of IST FP6 coordination action ESFORS, as well as for NESSI working group , Trust,
Security and Dependability*”.

Promoted by thirteen major European ICT corporations, totalling almost a million
jobs and about 300 B€ revenues, the NESSI (Networked European Software and
Service Initiative) Technology Platform (http://www.nessi-europe.eu) aims to develop
a visionary strategy for software and services driven by a common European
Research Agenda. One of the first NESSI Working Groups (NWG) to officially get
approved and to start with its work is focusing on ‘Trust, Security and Dependability’
(TSD).

NWGs are the privileged mechanism to participate in NESSI and provide input in its
core activities. Other projects and initiatives, including relevant Specific Supporting
Actions (SSA) and Coordination Actions (CA), are invited to provide input and
coordinate their activities with NESSI through the participation of their members in
appropriate NWGs.

ESFORS (http://www.esfors.org) is a Coordination Action that aims at bringing
together the European stakeholders for security and dependability Information and
Communication Technologies (ICTs) to address the security and dependability
requirements of emerging software service platforms.

The project will complement already existing coordination actions, e.g. SecurlIST, to
help shape the Security and dependability content within the European Strategic
Research Agenda. It will co-operate with SecurlST to ensure that open service
requirements are incorporated into the SecurlST security and dependability
technology roadmap and that the roadmap is incorporated into the research agenda
of the software and service research community. In matter of fact, ESFORS will act
as a bridge between two communities: the software and services application
community and the security and dependability community.
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Setting the scene for the workshop and FP7 update

Jacques Bus
Head of Unit, ICT for Trust and Security
European Commission, DG Information Society and Media

Disclaimer : The content of this contribution is the sole responsibility of the author
and in no way represents the view of the European Commission or its services

Security, dependability and trust play a key role in the further development and
growth of the Information Society. For example, trustworthiness and user-friendliness
are prerequisites for the rapid take-up of ICT-based services in e-government, e-
business, e-banking or e-health.

In the coming years, we expect further convergence between computing,
communications and broadcasting with the emergence of new networking
technologies (such as RFIDs, the "Internet of things", Ambient Intelligence enabled
technology environments, geospatial and location-based technologies, etc). These
will unleash new entrepreneurial activity by stimulating a new generation of
personalised applications and services, thus moving towards a service-centric
Information Society. At the same time, they will also raise new challenges for
security and privacy. They will call for even more confidentiality, integrity, availability
and quality of service requirements, and in particular also for privacy services.

Industry’s response to the above service-centric vision of the Information Society is
focused around the development and application of service-oriented architectures
(SOA). SOA should support secure service discovery and cost-effective and assured
dynamic composition, management and provisioning of scale-free and trustworthy
services. They should enable the definition and execution of secure tasks and
workflows for trusted collaboration and operation across a multiplicity of business,
administrative or legal domains. We will need new automated methods and tools for
designing and engineering secure and dependable complex software and service
systems. We will need systems capable of predicting and assessing their security
and dependability status at any time. And we will need risk assessment metrics for
systems and services that will increase stakeholders' trust in using them. For these
user-centric infrastructures, new approaches will be needed for authentication,
authorisation and accountability of persons, services and devices.

These and possibly many other requirements will have to be met for designing and
building a trustworthy and privacy protecting service-centric Information Society.

The ambition of the FP7 work programme in the area of ICT for security,
dependability and trust is to stimulate research for addressing these challenges. This
may include research in large scale test-beds and pilots.

Hence, we expect this workshop to:

(1) Serve as a forum bringing together research constituencies from security,
dependability and trust, software, services, communications and computing,
as well as end users;
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(2) Foster discussions addressing the challenges that would lead to the
emergence of the service-centric information society;

(3) Serve as a platform for building new Consortia around these research
challenges, in view of the coming FP7 Calls for proposals;

(4) Provide input to the strategic research agenda of the NESSI technology
platform.

Secure applications and Security services

Vic Morris
Chief Executive Officer
Vordel

“Service Orientation” involves deploying application building-blocks as “services” that
can be used by many applications, regardless of their platform or their programming
language. Application platforms such as IBM WebSphere, BEA WebLogic, and
Microsoft .NET allow developers to expose application components as services.
Enterprise applications like SAP’'s ERP systems also now expose functionality as
services that can be used by other applications. XML is the underlying technology
has enabled the current wave of service-orientated products.

Turning our attention to security processing, there are a number of security features
which can benefit from being exposed as “services”. By deploying commonly-used
security functionality as *“services”, they can be managed independently of
developers. This saves costs, increases control, and also increases security since
keys and policies do not have to be intermingled with application code.

Security Services are an important part of ESB (Enterprise Service Bus) or SOA
(Service Oriented Architecture) deployments. Analysts such as CBDI and the Burton
Group have identified Security Services as being part of the basis of an ESB or SOA.

The DSS (Digital Signature Services) specification from OASIS defines how a Web
Service can be used for signing data, and for validating digital signatures. In an
application environment where data is being signed, or signatures are being
validated, it makes sense to deploy a DSS service. SAML and XACML also define
services for requesting authorization decisions. These SAML-based security services
are widely supported in tools from Sun, Entrust, Oblix/Oracle, and others. WS-Trust
provides another example of a “Security Service”. The WS-Trust defines a “Security
Token Service” (STS) that is used to issue security tokens. An STS typically is used
to issue SAML tokens which include information about authenticated users, such as
their identity and their group memberships. This information, embedded in the
SAML token, is then bound to XML messages which are sent to Web Services. This
allows a security policy at the Web Service to make an access control decision
based on the end user’s identity and based on their group membership. Because the
STS has already gathered together the user’s attributes, the code at the Web
Service endpoint does not have to connect to directories or databases to receive this
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information. An STS also enables some important privacy Use Cases, because it
allows for only the users entitlements, not their actual identity, to flow with
messages, which allows for fine-grained authorization without the requirement to
actually embed the user’s identity into messages.

The Spanish Government is among the early-adopters in Europe using Security
Services. The Spanish Department of Social Security had a requirement to expose
tax status information to other government departments. Because of their sensitivity,
these services had to be managed, so that only authenticated users with the
appropriate entitlements could access them. By deploying security services for
applying authorization rules, the Spanish Government ensured that security was not
“baked into” their Web Services, and therefore could be managed by security and
operations staff, independent of developers.

Vision for resilient Software, Systems & Services

A New Security Paradigm: Overlay Instrument to secure Services, Grids and
Information Systems

Michel Riguidel
ENST (école nationale supérieure des telecommunications)
Paris, France

The goal of the fast expanding area of resilience research is three-fold: to strengthen
the secure circulation of data on robust networks and the storage of data and the
computations of information on secure and dependable infrastructures within a
resilient ambience; to promote the dissemination of services and computer
applications; and to encourage the adoption of digital technologies by the general
public.

The future evolution will involve technical, behavioural, organisational and even
psychological changes, as evidenced by the growing dependence of our everyday
activities on ICT systems. Companies are said to be agile, with short reaction loop
decision cycles and just-in-time procurement cycles. Meanwhile, ICT providers evolve
toward dynamic reconfiguration of customised services, and security also evolves
towards just-in-time (software and antivirus developments). However, its
effectiveness will be more and more precarious and there is a need to move towards
real time reaction capability to face the growing threat and fragility. The security of the
dynamic reconfigurability and update of hardware and software at runtime is a major
challenge for the years to come.

As shown in the figure 1, our vision for the resilient systems of the future consists of
cross mechanisms to link the virtual interfaces of:

overlay services (computing systems such as Grids)
overlay networks (communication systems), and

peer-to-peer structures (e.g. mass storage systems)
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Common security mechanisms mainly based on boundaries and firewall protection
mechanisms do not scale with respect to new complex pervasive systems. We should
imagine different mechanisms such as those based on analogies with the bio-living
world, (e.g., immune and self-healing systems), as well as autonomic, evolvable and
adaptive security mechanisms. This will definitely require new cognitive techniques
and semantic models managing the complexity of ambient environments where
people/devices may jointly act and interact.

Figure 1. Resilience vision — mutualisation of thr  ee resilient ubiquities

An overlay robust service, to provide security (e.g. authentication, access control,
etc.) and dependability (e.g. reconfiguration, redundancy) using a service "a la Skype"
(figure 2), is a new "instrument" that is an architecture built like a skype architecture,
but which reconciles Data storage (Bit Torrent), Data Communication (Resilient
overlay networks) and distributed computation. Skype is a very computation specific
i.e. voice, but other computations (like security data collection, monitoring and
decisions) can also be performed.

Mechanisms and tools are needed for assessing and proving the security and
dependability of a complex system. The scale of new ICT systems and the kind of
threats or faults and assumptions on their operational environment pose new
challenges and the need for an assessability discipline is even more impelling.
Different metrics, modelling tools and observation mechanisms are needed. The
capability of measuring the tolerance to attacks or to faults is crucial in new systems
that due to their logical and physical diffusion are likely to be under constant attack.

Future ICT systems will involve thousands of millions of devices (RFId tags, smart
networked sensors), including nomadic devices, as well as huge virtual entities (such
as Virtual Private Networks and Overlay Networks), and will no longer be able to
depend on setting boundaries for their security. Instead, they will require a capability
for managing and negotiating trust relationships, adapted to the level of security
required in a given situation. The understanding on how trust emerges and evolves as
well as of related notions as reputation formation, monitoring and evolution are
mandatory. The challenge is then to obtain a greater understanding of partial trust,
security-based trust (where trust follows from security), and trust-based security
(where security is achieved through a trusted partnership), and to use this
understanding to realize a high level of trust of the citizen in the deployment,
economic viability and social acceptance of systems and services. This will require
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expertise and joint research in several fields beyond ICT, such as economy and
sociology.

Figure 2. A la Skype

In order to construct resilient architectures of large evolutionary systems
(International Enterprise Information Systems, Computing Grids, Web Services, etc)
made up of independent heterogeneous elements that are context aware, have
adaptive behaviour and take into account mobility, dependability and security, we
need to develop new computing, communication and information models, taking into
account security, dependability, trust and privacy. These models must be sometimes
discrete, sometimes continuous and sometimes stochastic to envisage the future and
explore the environment. With all these disruptive models, it will be possible to design
and build new architectures, new protocols, and new trusted infrastructures. New
languages and tools will also be needed. This involves the creation of programming
and mark-up languages and tools; and interaction languages and tools.

CIIP in the Swiss Financial Industry

Thomas Kohler
Head Information Risk Control,
UBS Global Wealth Management

This speech focused on the status of the Swiss Financial Industry regarding
preparation of the CIIP. The preparation status is driven by the future Banking
requirements as well as of the current activities in the area of BCM (Business
Continuity Management).

Business requirements focus primarily on mobile banking with the follow aspects:

64/77



ESFORS Joint Workshop on Software and Service
Development, Security & Dependability

Level of self-service will be significantly higher than today
Ubiquitous and mobile banking will be strong market drivers
Industrialisation of the value creation chain in banking
Increased readiness of Service Providers or Banks
Investments in technology will further grow

Security and Privacy in both the clients and the client advisors behaviour will be
a key success factor for banking

The analysis of the status will reveal that the CIIP framework was not entirely
adapted in the Swiss Financial Industry and as such there will be inherent and
significant risks.

The focus is more laid on dedicated BCM set-up than an encompassing CIIP
framework. Furthermore, the set-up is totally geared toward the Swiss Financial
Industry and thereof on the ongoing capability for executing payments and
settlements. The client aspect of being able to do banking is only partially addressed.

On the other hand, the current situation with the identified lack stimulates some
research topics given the assumption that a similar situation might occur in other
countries, as well. Major research activities would be required in the availability and
robustness of the telecommunication infrastructure because of the following
business drivers:

Spider web service architecture (service provider is providing and consuming
services at the same time)

High mobility requirement for services require high level and uninterrupted
geographical coverage

Value creation chain is broken und requires a high degree of interdependency
nationally and supra-nationally / banking with non-banking sector, etc.

Mobile data vaulting requires broad bandwidth and ubiquitous connectivity

Dependability is not a firm issue anymore, but the nation’s and
supra-nation’s duty

New security architecture involves more and more communication
In addition to this, it is deemed necessary that the implementation of the CIIP

framework is supported by tools in the set-up, the testing and the maintenance of the
framework.
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Securing the Adaptive Enterprise — Enterprise Syste  ms Security Research
Directions

Volkmar Lotz
Research Programme Manager for Security and Trust
SAP Research

The upcoming infrastructure and application paradigms supporting the adaptive
enterprise, including network convergence, service orientation, application hosting,
utility computing, real-world awareness, and virtual organisation support, both
increase the importance of adequate security and dependability solutions and
require to extend the current paradigms and approaches. This is mainly a
consequence of the degree of flexibility and distribution of control: systems and
applications deliberately open their resources and facilities to a changing and
potentially unknown environment, while required to enforce their local security
policies, to be compliant to global policies, to adapt to their evolution, and to be
aware of their current security status.

Regarding these characteristics, we see the major security and trust challenges in
the following areas:

Business-driven approaches to the specification and enforcement of security
and dependability requirements. System and service-level requirements occur
as a result of business-driven security considerations and risk analysis. Thus,
they refer to business-level concepts, including business processes, business
objects, and organisational control. Extending model-based approaches to
business applications by seamless integration of business-level security models
supports a holistic approach and integrated security and dependability through
all system layers.

Enabling confidence in the security and reliability of the provisioning and the
functionality of services, including both trust establishment and management as
well as assurance means, formally and informally. The main challenge is to
deal with uncertainty, introduced by unknown services and providers,
distributed trust infrastructures, and evolving environments; as well as
negotiating security and dependability properties and providing evidence for
their validity.

Increase security awareness of applications and services through advanced,
model-based system monitoring and decision support based on information
about physical and logical context. This includes capabilities to predictive
analysis, capturing semantics of context information, and making this
information available across the infrastructure. Awareness, together with the
flexibility offered by service orientation, is the key to provide an increased
degree of self-resilience.

Increase security awareness of the application users, providers and owners by
making the security and dependability characteristics of the application as well
as its security status accessible to them, and support them to make adequate
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decisions. This includes focusing on the users' protection needs rather than
technical parameters.

Methodological and development support to systematically achieve security
and dependability of applications composed of services and utilising dedicated
security and dependability services. Such support includes guidelines,
templates, languages, logics, tools and frameworks.

Establish the foundations of a secure service infrastructure spanning
corporations, nations and societies. ldentify responsibilities and the need for
governmental and societal control and the accompanying legal framework.
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7.2. ANNEX IlI: Speaker Biographies

JACQUES Bus
HEAD OF UNIT, D4 - ICT FOR TRUST AND SECURITY
DG INFORMATION SOCIETY , EUROPEAN COMMISSION

Jacques Bus, born in the Netherlands in 1947, studied Mathematics at the University
of Amsterdam and obtained his PhD with a thesis in Numerical Mathematics. He
worked as a researcher at CWI (Amsterdam) for 15 years. In 1988 he joined the
European Commission services in the Unit for Computer Integrated Manufacturing in
the Esprit programme. Since then he has been responsible for programme wide
operational and organisational affairs in the Esprit and IST programme and for
Informatics support in DG Information Society. From June 2000 till March 2004 he
was Head of the Unit Software Technologies and Distributed Systems in the IST
programme, which included the coordination of activities on Open Source Software
within the IST programme. Since early 2003 he has been active in the preparation of
a European Security Research Programme addressing development of
multidisciplinary, integrated solutions for the security of citizens. From March 2004
he has taken responsibilities for the unit ICT for Trust and Security in the IST
Programme, which includes Research and technology Development for Network and
Information System Security, Trustworthy Computing and DRM, Biometrics, Identity
management and Critical Information Infrastructure Protection.

VIiCc MORRIS
CEO, VORDEL

Vic Morris is CEO at Vordel. He has spent over twenty-five years in the software
industry having held senior managerial roles with Cullinet Software, Powersoft,
Sybase, and NetDynamics Inc. Prior to joining Vordel, he was a principal at Atlas
Venture, where he was responsible for enterprise software investments in the UK,
and held several board positions. Vic holds a degree in Physics from the University
of Bristol, and has completed the Advanced Management Program at Harvard
Business School.

MICHEL RIGUIDEL
ENST

Professor Michel Riguidel is the Head of the Department of Computer Science and
Networks, at ENST (Ecole Nationale Supérieure des Télécommunications) in Paris,
where he lectures in security and advanced networks. His research is oriented
towards security of Information Systems and Networks, architecture of
communication systems (Grids, Next Generation Internet, Active, Ad hoc and
configurable Networks), software radio and protocol engineering. Professor Riguidel
created the first ITSEC E4 Firewall and has been developing watermarking
technology since the early days. He has headed-up many R&D Projects in security:
watermarking, PKI, formal methods, critical infrastructure protection. Currently, he is
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working on security of heterogeneous and mobile systems within Ambient
Intelligence and Quantum Networks.

Professor Riguidel is the Head of the Experts Committee in security at CNRS and
belongs to the Executive Board of RNRT (National Network in Telecommunication
Research). In the IST Integrated Project of FP6, he is Scientific Director of the Seinit
IP(Security Expert Initiative) and Key Researcher of the Secoqc Integrated Project
(Development of a Global Network for Secure Communication based on Quantum
Cryptography), responsible of the Network Architecture. In Italy, he is scientific
member of the international Think tank on telecommunications ThinkTel
(www.thinktel.org). Professor Riguidel has several patents in security (firewall,
watermarking and protecting CD ROM). Recently, he published “La sécurité a I'ere
numerique” (édition Hermes Lavoisier) and “Le téléphone de demain” (édition Le
Pommier).

VOLKMAR LOTZ
RESEARCH PROGRAMME M ANAGER FOR SECURITY AND TRUST
SAP RESEARCH

Volkmar Lotz has received his diploma in Computer Science from the University of
Kaiserslautern in 1988. Since November 2004, he is the Research Program
Manager for Security and Trust at SAP Research. His responsibilities include
managing and roadmapping SAP's security research as well as aligning security
research to SAP's business needs. From 1989 to 2004, he was affiliated with
Siemens Corporate Technology, first in the Software Engineering Department, then,
since 1994, in the Security Department. From 1999 to 2004, he was heading the
Formal Methods in Security Analysis group, emphasizing on security requirements
engineering, evaluation and certification, cryptographic protocol verification, and
mobile code security. He has been the main contributor to the LKW model, a formal
security model for smartcard processors, which allowed for the Infineon SLE66
processor to be the first smartcard hardware being certified according to ITSEC E4
and Common Criteria EALS. He was responsible for system architecture and security
work packages in the MAP (Multimedia Workplace of the Future) lead project funded
by the German Ministry of Economics and Labour and focusing on context-aware
mobile systems, legally binding mobile agent transactions, and authorization and
delegation in mobile code systems. Volkmar Lotz has published numerous scientific
papers in his area of interest.

THOMAS KOHLER
HEAD INFORMATION RISK CONTROL
UBSGLoBAL WEALTH M ANAGEMENT

Thomas Kohler has 20 years of experience in banking, finance, ICT audit and IT &
Information Risk Control with UBS. Prior to that function, Th. Kohler has held various
management positions in ICT audit and Information Risk Control — both disciplines
which he successfully started and built-up.
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Before joining UBS; Th. Kohler held various positions with hardware and software
vendors, the most recent one was Cincom Systems, a major database vendor,
where Th. Kohler was the account manager and technical support for large clients.
He graduated as "Eidg. dipl. Wirtschaftsinformatiker" and lives with his family in the
greater Zurich area.

Currrent Position: Responsible of the Information Risk Control unit Global Wealth
Management/Business Banking. In a nutshell, Information Risk Control encompass
the policy setting and the Governance of any IT related issue in projects, application
and middleware, including authorisation and access control. Global Wealth
Management and Business Banking has approx. 48'000 users with 12'000 servers
and 1'500 applications.
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7.3. ANNEX Ill: Workshop Methodology - Working ses  sions

1. Session 1:

Inspiration Phase - Scenario building in streams

The goal of this session was to identify application domains and scenarios in
which security and dependability issues pose particular challenges. These
scenarios would be identified by grouping the experts in each stream in
subgroups of two or three people, to produce a scenario description proposal:

The methodology to reach the goal was the following:
Initial discussion in the stream
Each expert produces a brief scenario
Within subgroups of two or three experts: Prioritization of the scenarios:
short term (2-5 year timeframe) or long tem (5-15 year timeframe)
First and second priority scenarios will be presented (30 seconds per
scenario) to the rest of experts in the stream.
Scenarios are categorized and grouped.
Discussion

. Session 2:
Brainwriting session - Security challenges per stream

Brainwriting is a technique related to brainstorming and is often used in groups.
Unlike brainstorming, brainwriting allows every participant to express his ideas,
even if he is not a dominant person or an excellent speaker.

Each stream participant was given an A3-sized sheet of paper to capture their
ideas and views on several subtopics of the main stream topic. The goal is to
collectively identify security challenges.

Phase 1:

The first phase concentrates on gathering ideas and associations. In this
phase, there is no place for valuation or judgment of the collected ideas,
as this would drive the creativity to get stuck.

Phase 2:
In the second phase an evaluation and review of the ideas takes place.
The best ideas will be chosen for further work.

Minority Statement:
Taking into account that majority is not always right, the research challenges
selected by the minority are collected as well.

The goal of this session was to have research challenges sorted in three
priorities:

Highly important for Europe

Important for Europe

Interesting for Europe
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The methodology to reach the goal was the following:
Topic gathering with brain writing
Evaluation process with priorities
(Each person present 3 challenges and get 5 stickers for evaluation)
Reports of small groups: preparing results for evaluated topics
Continuation Reports of small groups: preparing results
Discussion of result.

3. Session 3:
Extraction of results from brainwriting in stream g roups

The goal of this session was to extract the results of previous sessions, focusing
on:
Scenarios
Initial brain writing output — not yet prioritised
Gain consensus of what should be used for next day
- May decide to drop less developed scenarios or start prioritisation
of workshop topics within each stream

4. Session 4:

Prioritisation of challenges from brain writing ses sions and mapping to
scenarios

The goal of this session was to prioritise challenges and to have a clear
understanding of the mapping form research challenges to scenarios, identify
new challenges needed for the scenarios and control the priority of challenges in
respect to the scenarios.

Part I
- Comment to first day, needs of the group: Minority initiatives Part |
(Stream)
- Prioritisation of challenges
Part Il

- Comparing and Completing: Research Challenges and Scenario. If
possible, pairs should be developed. (Stream small group).

5. Session 5:

Mapping of challenges to scenarios and preparation for input to roundtable
session

The goal of this session was to integrate the work from small groups.
Presentation of small group work in Stream

Reflecting Priorities

Assess mapping of scenarios and challenges

Minority initiative 1l

Reflecting short medium term / long term needs
Preparing final presentation for roundtable /vision session
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7.4. ANNEX IV: Feedback on workshop

There was a final session with the participants to gain feedback about the general
format of the workshop and whether the workshop met their expectations. The
following is a list of the feedback from the audience.

A number of the participants felt that not enough time was allotted to the
individual Brainwriting technique steps during the intensive working
sessions. They felt that additional time could possibly had made the
streams more productive and/or widened the area of coverage,;

An audience member who was also present at a previous workshop in
May 2005 said it was excellent that more time given to conclusions writing
while the people were still available for comment and making corrections
during this workshop;

A considerable amount of effort was made to include more networking
time between participants and the audience felt this was very useful.

A request to include names of registered participants beforehand was
made, and allowance of more pre Workshop planning would have been
useful e.g. request participants’ position papers, allowing participants to be
more involved in the topic selection, etc.

When asked whether anyone would prefer the presentation only approach
to the event, there was unanimous agreement that the format of this
workshop, with intensive parallel working sessions with brainwriting
techniques, contributed to obtaining more comprehensive and thorough
results from all of the individual and collective participants.
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7.5. ANNEX V: List of Participants

Name Organization Country
Bernhard Hammerli Acris GmbH & HTA Lucerne Switzerland
Sofia Moreno AETIC Spain
Francois Cosquer Alcatel North America Canada
Mahary Ramasindraibe ALMA CONSULTING GROUP France
Athanasios-Dimitrios Athens Technology Center (ATC) Greece
Sotiriou

Maria Martinez Juste Atos Origin Spain
Pedro Soria-Rodriguez Atos Origin Spain
Aljosa Pasic Atos Origin Spain

Paul Kearney

Theo Dimitrakos

Syed Nagvi

Matteo Melideo

Domenico Presenza

Alain Esterle

Michel Riguidel

Matteo Banti

Thomas Skordas
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Estibaliz Delgado

IAaki Eguia
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Kai Rannenberg
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Stephan Hofmann
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Edgar Weippl
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Pedro Lopez

Santiago Rouco

Katja Legisa

Adrian Waller

Mark Irons

Andre Cotton

Joseph Latan icki

Pascal Bisson

Jure Pirc

Antonio Kung

Thomas Kohler

Giusella Finocchiaro

Pierangela Samarati

Piero Bonatti

Bostjan Kezmah

Ernesto Damiani

Russell Lock

Tim Storer

British Telecom

BT Group Chief Technology Office
CETIC

Engineering Ingegneria Informatica S.p.A.
Engineering Ingegneria Informatica S.p.A.
ENISA

ENST

European Commission

European Commission

European Commission

European Software Institute (ESI)
European Software Institute (ESI)
Faculty of Sciences of the University of
Lisbon

Goethe University Frankfurt
Grapho-lock Project

Hewlett-Packard Laboratories
Hewlett-Packard Laboratories
Hewlett-Packard Laboratories

IIT-CNR

IIT-CNR

iTcon Itd

Lucent Technologies

Newcastle University

Oracle

SAP Research

Secure Business Austria — Vienna University
of Technolog

SecurlST Advisory Board/ISF
Soluciones Globales Internet, S.A. - Grupo
GMV

Telefénica 1+D

Teseo

Thales Group

Thales Group

Thales Group

Thales Group

Thales Group

Traffic Design

Trialog

UBS AG

University of Bolonia

University of Milan

University of Naples Federico Il
University of Maribor, FERI

University of Milan

University of St. Andrews

University of St. Andrews

United Kingdom

United Kingdom

Belgium

Italy

Italy
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France
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Belgium

Belgium

Spain

Spain
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France
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France
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Italy
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Spain
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France

France

France
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France
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Italy
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Name Organization Country
Fabio Massacci University of Trento Italy

Vic Morris Vordel Ireland
Zeta Dooly Waterford Institute of technology Ireland
James Clarke Waterford Institute of technology Ireland
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7.6. ANNEX VI: Workshop Agenda

First Day: Wednesday, September 6th 2006

08:30 — 08:45 Registration
08:45 - 09:15 Welcome, Workshop objectives and format — Jim Clarke
ESFORS and NESSI overview - Aljosa Pasic
09:15 - 09:45 Setting the scene for the Workshop and FP7 update
Representative from the European Commission
09:45 - 10:15 Keynote Speech: Security Challenges: A Long-term Vision for Europe
Michel Riguidel, ENST
10:15 - 10:40 Keynote speech — Stream A
Vic Morris, Chief Executive Officer, Vordel
10:40 — 10:50 Overview of Brain Writing Methodology - Bernhard Hammerli
10:50 - 11:00 Coffee break
11:00 — 12:45 Parallel Streams
Stream A: Secure applications & Security Services
Co-chairs: Pedro Soria-Rodriguez and Michel Riguidel
Rapporteur: Maria Martinez Juste
Stream B: Secure Service Ecosystems
Co-chairs: Paul Kearney, Pierangela Samarati
Rapporteur: TBC
Stream C: Stakeholder expectations
Co-chairs: Jim Clarke, Simon Shiu
Rapporteur: Zeta Dooly
13:30 - 13:45 TrustCOM demo
13:45—-15:45 Parallel Streams
Continuation of working sessions, chairs and rapporteurs as per morning
sessions.
15:45 - 16:00 Coffee break
16:00 — 16:45 Parallel Streams
Extraction of results from previous sessions.
16:45 - 17:00 S3MS demo
17:00 - 17:15

Concluding remarks on day 1 — Jim Clarke
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Second Day: Thursday, September 7th 2006

09:00 - 09:15 Welcome and programme outline for 2m day — Jim Clarke

09:15 - 09:45 Keynote speech
Stream B — Volkmar Lotz, SAP

09:45 - 10:15 Keynote speech
Stream C — Thomas Kohler, UBS.

10:15 - 11:15 Parallel Streams
Continuation of working streams from September 6"

11:15-11:30 Coffee break

11:30 - 13:00 Parallel Streams
Conclusions and recommendations as input to the vision roundtable session.

14:00 - 15:30 Presentation of findings from working groups & Vision Roundtable session.

Moderators and rapporteurs will present findings from workshop and
distribute initial document for discussion.

Open questions for workshop participants.

15:30 - 15:45 Conclusions - Jim Clarke

15:45-16:00 Introduction to NESSI WG on Trust Security and Dependability — Aljosa Pasic
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